
From: Pastre, Peter R - Washington, DC
To: Adams, Jeffery A - Washington, DC
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 3:18:13 PM

FYI Mary Ann has shared it with the Wyden office.  Will advise of any response. 
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

 
 
Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

.  A string of email correspondence regarding this issue is pasted below.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website
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Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
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Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Castorina, Janine - Washington, DC <  Barksdale, Gary R
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customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
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statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
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swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Moskowitz, Madison (Wyden)
To: Brown, Cory D - Washington, DC
Cc: Wu, Kevin (Wyden); Sridharan, Lavanya (Wyden); Katzman, Jenni (Wyden)
Subject: RE: [EXTERNAL] Connecting ASAP on covid tests
Date: Thursday, January 27, 2022 3:38:13 PM

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking
on links, or opening attachments.

Cory, thank you very much for this response. It is quite helpful. We will be back in touch with further
questions or follow up.
 

From: Brown, Cory D - Washington, DC <  
Sent: Thursday, January 27, 2022 3:32 PM
To: Moskowitz, Madison (Wyden) <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: RE: [EXTERNAL] Connecting ASAP on covid tests
 
Madison,
 
The White House Office of Legislative Affairs asked us to get back to you regarding the test kit
delivery issues you recently raised with them.
 
We understand that certain customers are receiving error messages when they try to order
the test kits.  This appears to be happening at apartment buildings and single point/drop
delivery locations, such as in the case of residents of Lake County, OR, or in a mobile home
park.   
 
These customers should file a service request at https://emailus.usps.com/s/the-postal-store-
inquiry or call 1-800-ASK-USPS (1-800-275-8777) to appeal to get the issue fixed.
 
We are happy to investigate a particular address(es), such as a mobile home park or a specific
subdivision. Please provide the address(es) and we research and get back to your office.
 
It is our understanding that there is a Post Office, with P.O. Boxes, located at 18 S G St,
Lakeview, OR 97630. The universal service obligation (USO) entitles every American with a
free form of delivery. This Post Office is a potential option for customers to fulfil their mailing
needs.
 
With regard to test kits not being available to be ordered from commercial addresses or
commercial P.O. boxes, at this time COVID-19 test delivered through the Postal Service are
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only being sent to residential addresses. We will keep your office updated on any
developments.
 
Our Law Department provided the following response on privacy:
 

First, the order form was specifically designed to limit the amount of personal
information collected so as to not deter anyone from ordering. And the sole purpose for
which the personal information is being gathered is to provide individuals with test
kits.

 

Second, the U.S. Postal Service will not be providing any personal information
obtained in connection with this program to law enforcement or any other
governmental agency except under very limited circumstances involving crimes or
fraud against the Postal Service, or as required by law.

 

Third, the Postal Service would like to assure you that the protection of personal
information is one of our most important priorities. In addition to the Postal Service’s
general commitment to the American people and to safeguarding the privacy of
personal information, the Postal Service is required by law to comply with the Privacy
Act of 1974, 5 U.S.C. § 552a. 

 

The Privacy Act requires the Postal Service, before collection of personal information,
to provide an individual with the purpose for which the gathered information will be
used.  It also requires the Postal Service to inform individuals of the limited
circumstances in which their information may be disclosed outside of the Postal
Service (referred to as a “routine use” under the Privacy Act).

 

To emphasize, while our general “routine uses” include the possibility that we may
need to disclose the information, such information would only be “disclosed to
appropriate law enforcement agencies to investigate, prevent, or take action regarding
suspected illegal activities against the Postal Service; and such customer records may
only otherwise be disclosed to law enforcement agencies as required by law.”

 
Please let me know if I can be of assistance in any other postal matters.
 
Regards,
 

From: Brown, Cory D - Washington, DC 
Sent: Thursday, January 20, 2022 12:44 PM
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To: Moskowitz, Madison (Wyden) <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: RE: [EXTERNAL] Connecting ASAP on covid tests
 
Madison,
 
I appreciate your patience. I’m still looking into the first part of your email.
 
The free COVID-19 Test program is a White House initiative. The White House’s policy states that
tests are available for every residential address in the U.S., including U.S. Territories and overseas
military and diplomatic addresses (APO/FPO/DPO). Consequently, this excludes business addresses
and General Delivery.
 
Customers who believe their address is mis-classified ,or believe there is an error, can file a service
request or attempt to order by phone. Both options are detailed in our FAQs.
 

https://faq.usps.com/s/article/At-Home-COVID-19-Test-Kits
 
An additional FAQ from the White House is below.
 

https://www.covidtests.gov/faq/
 
Regards,
 
 

From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
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1. The “fine print” on the test-ordering site says that information gathered by ordering tests,

obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Workinger, Kimberly B - Washington, DC
To: Dykes, Claire [USA]; Rosner, Elliott; Ross, Mark A - Washington, DC - Contractor;

"  Hung, Andrew
Cc: Lilley, Maya
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 4:01:15 PM
Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

image001.png
Importance: High

Ok, so looks like they are going to update the Privacy Policy – please see below. Can we update for
Elliott? I think this needs to be done as soon as possible but we won’t be able to do the in language
version until later.
 
Andrew – this is another thing that needs to get sent to translations in hopes we can update for the
Monday updates.
 
Let me know if we need to meet to discuss. It’s pretty straightforward.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 3:55 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Margaret C -
Washington, DC - Contractor <Margaret.C.Dykes@usps.gov>; Colon, David - Washington, DC
<
Cc: Castorina, Janine - Washington, DC <  Votsch, Maria W -
Washington, DC <  McCrery, Marc D - Washington, DC
<
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High
 
Can we update?  This has been concurred on.
 
I’ll let Alex and Natalie know.
 
 
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
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<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

 
 
Jeff
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Question: Can USPS confirm it will not be sharing test-ordering data with law 
enforcement and/or ICE? 
 
Answer:  
 
First, the order form was specifically designed to limit the amount of personal 
information collected so as to not deter anyone from ordering. And the sole purpose for 
which the personal information is being gathered is to provide individuals with test kits. 
 
Second, the U.S. Postal Service will not be providing any personal information obtained 
in connection with this program to law enforcement or any other governmental agency 
except under very limited circumstances involving crimes or fraud against the Postal 
Service, or as required by law. 
 
Third, the Postal Service would like to assure you that the protection of personal 
information is one of our most important priorities. In addition to the Postal Service’s 
general commitment to the American people and to safeguarding the privacy of personal 
information, the Postal Service is required by law to comply with the Privacy Act of 
1974, 5 U.S.C. § 552a.   
 
The Privacy Act requires the Postal Service, before collection of personal information, to 
provide an individual with the purpose for which the gathered information will be used.  
It also requires the Postal Service to inform individuals of the limited circumstances in 
which their information may be disclosed outside of the Postal Service (referred to as a 
“routine use” under the Privacy Act). 
 
To emphasize, while our general “routine uses” include the possibility that we may need 
to disclose the information, such information would only be “disclosed to appropriate law 
enforcement agencies to investigate, prevent, or take action regarding suspected illegal 
activities against the Postal Service; and such customer records may only otherwise be 
disclosed to law enforcement agencies as required by law.”  
 
We hope this helps answer your question.  

 

USPS_419



From: Dykes, Claire [USA]
To: Workinger, Kimberly B - Washington, DC; Rosner, Elliott; Ross, Mark A - Washington, DC - Contractor;

"  Hung, Andrew
Cc: Lilley, Maya; Lazarte, Solana [USA]; Hodges, Brittnee [USA]; Loong, Joseph [USA]
Subject: Re: [External] FW: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 4:06:16 PM
Attachments: image001.png

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking
on links, or opening attachments.

Mark,
 
Do you need anything from us to update this? We’ll update our mockups, but I don’t think it helps
you too much to get this in a copy deck.
 
 
Claire
 

From: "Workinger, Kimberly B - Washington, DC" <
Date: Thursday, January 27, 2022 at 4:04 PM
To: "Dykes, Claire [USA]" <  "Rosner, Elliott"
<  "Ross, Mark A - Washington, DC - Contractor"
<  "'
<  "Hung, Andrew"
<
Cc: "Lilley, Maya" <
Subject: [External] FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
Ok, so looks like they are going to update the Privacy Policy – please see below. Can we update for
Elliott? I think this needs to be done as soon as possible but we won’t be able to do the in language
version until later.
 
Andrew – this is another thing that needs to get sent to translations in hopes we can update for the
Monday updates.
 
Let me know if we need to meet to discuss. It’s pretty straightforward.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 
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From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 3:55 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Margaret C -
Washington, DC - Contractor <Margaret.C.Dykes@usps.gov>; Colon, David - Washington, DC
<
Cc: Castorina, Janine - Washington, DC <  Votsch, Maria W -
Washington, DC <  McCrery, Marc D - Washington, DC
<
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High
 
Can we update?  This has been concurred on.
 
I’ll let Alex and Natalie know.
 
 
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website
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Jeff
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From: Karpenko, Christopher J - Washington, DC
To: Votsch, Maria W - Washington, DC; Castorina, Janine - Washington, DC; Workinger, Kimberly B - Washington, DC
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 4:20:52 PM

FYI from Tom,  
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:05 PM
To: Adams, Jeffery A - Washington, DC <  DeJoy, Louis - Washington, DC
<  Pastre, Peter R - Washington, DC <  Castorina,
Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
See the highlighted language below in our Privacy Act statement.  

 
 

   
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website
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Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 
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Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 
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Jeff
 
From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
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-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.
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Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Karpenko, Christopher J - Washington, DC
To: Colon, David - Washington, DC; Workinger, Kimberly B - Washington, DC; Dykes, Margaret C - Washington, DC - Contractor
Cc: Castorina, Janine - Washington, DC; Votsch, Maria W - Washington, DC; McCrery, Marc D - Washington, DC
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 4:22:40 PM

That makes sense from your end
 

From: Colon, David - Washington, DC <  
Sent: Thursday, January 27, 2022 4:22 PM
To: Karpenko, Christopher J - Washington, DC <  Workinger, Kimberly B - Washington, DC
<  Dykes, Margaret C - Washington, DC - Contractor <Margaret.C.Dykes@usps.gov>
Cc: Castorina, Janine - Washington, DC <  Votsch, Maria W - Washington, DC <  McCrery, Marc D -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
We do not have the privacy policy explicitly spelled out in the FAQ, we refer customers to the Privacy Policy page. This has always been our policy with regards
to the Privacy Policy.
 

 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 3:55 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Margaret C - Washington, DC - Contractor
<Margaret.C.Dykes@usps.gov>; Colon, David - Washington, DC <
Cc: Castorina, Janine - Washington, DC <  Votsch, Maria W - Washington, DC <  McCrery, Marc D -
Washington, DC <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High
 
Can we update?  This has been concurred on.
 
I’ll let Alex and Natalie know.
 
 
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC <  Barksdale, Gary R <
Clarke, Heather A - Washington, DC <  Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

  Thanks to all for your
assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

 
 
Jeff
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From: Ross, Mark A - Washington, DC - Contractor
To: Freytes, Gabriel J - Washington, DC - Contractor; Freytes, Gabriel
Subject: FW: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 4:28:25 PM
Attachments: image004.png

image001.png

For updating on my pages…
 

Regards,
Mark
 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:24 PM
To: Rosner, Elliott <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Cc: Hung, Andrew <  Lilley, Maya
<  Lazarte, Solana - Washington, DC - Contractor
<  Hodges, Brittnee [USA] <  Loong, Joseph
[USA] <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Chris has said to move forward with taking company out. See the changes below (strikethrough and
the additional red text). Let’s move forward.
 
USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more
information regarding our privacy policies visit www.usps.com/privacypolicy.
 
 
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 
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From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:17 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

I’ll hang tight – I might be getting confused but it’s all just one paragraph we are talking about?
 
If you get it to us by 10pm, assuming Maya is available to test from 10:00 – 10:30, and someone on
your team and Garrett’s approves subsequently, we can deploy at 12am.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:11 PM
To: Rosner, Elliott <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Yeah, waiting to hear back on the part that Tom Marshall just questioned. What is cut off… we can
always make that change next release. The first one that I sent is the hotter item.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 
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From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:10 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Understood. We’re prepared to make/test/deploy the change tonight, would just need to the
update ASAP.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:09 PM
To: Dykes, Claire [USA] <  Ross, Mark A - Washington, DC - Contractor
<  Ross, Mark A. <  Rosner, Elliott
<
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 

This email contains a reference to coronavirus or COVID-19. Please be aware of coronavirus-
themed active phishing campaigns, and use extra vigilance when responding or clicking.

 
Hang tight…they may make one more change.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:07 PM
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To: Workinger, Kimberly B - Washington, DC <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
Standby……
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:05 PM
To: Adams, Jeffery A - Washington, DC <  DeJoy, Louis - Washington, DC
<  Pastre, Peter R - Washington, DC <  Castorina,
Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
See the highlighted language below in our Privacy Act statement.  

 
 

   
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website
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Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (5)

(b) (5)

USPS_436



USPS_437



<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 
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Jeff
 
From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
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-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.
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Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Workinger, Kimberly B - Washington, DC
To: Rosner, Elliott; Dykes, Claire [USA]; Ross, Mark A - Washington, DC - Contractor; Ross, Mark A.
Cc: Hung, Andrew; Lilley, Maya; Lazarte, Solana - Washington, DC - Contractor; Hodges, Brittnee [USA]; Loong,

Joseph [USA]; Chukka, Shilpa
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 4:30:57 PM
Attachments: image003.png

image004.png
image005.png

Thanks everyone
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:28 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Cc: Hung, Andrew <  Lilley, Maya
<  Lazarte, Solana - Washington, DC - Contractor
<  Hodges, Brittnee [USA] <  Loong, Joseph
[USA] <  Chukka, Shilpa <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Kim – Thanks for the update. When removing the strikeout and re-coloring the addition, this is what
we will be using.
 
Claire – I assume this will match your designs and what Maya will use to validate in CAT.
 
USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
product fulfillment information about that testing kit to a federal executive agency. Collection is authorized by 39
U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we may not be able to
fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third parties without your
consent, except to act on your behalf or request, or as legally required. This includes the following limited
circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or fraud against the
Postal Service, to labor organizations as required by applicable law; incident to legal proceedings involving the
Postal Service; to government agencies in connection with decisions as necessary; to agents or contractors when
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necessary to fulfill a business function or provide products and services to customers; for customer service
purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more information regarding our
privacy policies visit www.usps.com/privacypolicy.
 
Thanks all,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:24 PM
To: Rosner, Elliott <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Cc: Hung, Andrew <  Lilley, Maya
<  Lazarte, Solana - Washington, DC - Contractor
<  Hodges, Brittnee [USA] <  Loong, Joseph
[USA] <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Chris has said to move forward with taking company out. See the changes below (strikethrough and
the additional red text). Let’s move forward.
 
USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more
information regarding our privacy policies visit www.usps.com/privacypolicy.
 
 
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 
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From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:17 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

I’ll hang tight – I might be getting confused but it’s all just one paragraph we are talking about?
 
If you get it to us by 10pm, assuming Maya is available to test from 10:00 – 10:30, and someone on
your team and Garrett’s approves subsequently, we can deploy at 12am.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:11 PM
To: Rosner, Elliott <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Yeah, waiting to hear back on the part that Tom Marshall just questioned. What is cut off… we can
always make that change next release. The first one that I sent is the hotter item.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:10 PM
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To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Understood. We’re prepared to make/test/deploy the change tonight, would just need to the
update ASAP.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:09 PM
To: Dykes, Claire [USA] <  Ross, Mark A - Washington, DC - Contractor
<  Ross, Mark A. <  Rosner, Elliott
<
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 

This email contains a reference to coronavirus or COVID-19. Please be aware of coronavirus-
themed active phishing campaigns, and use extra vigilance when responding or clicking.

 
Hang tight…they may make one more change.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:07 PM
To: Workinger, Kimberly B - Washington, DC <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
Standby……
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Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

  A string of email correspondence regarding this issue is pasted below.
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Thanks,
 
Jeff
 
USPS Privacy Statement on Website

 
 
Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (5)

USPS_449



Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
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Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
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Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
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the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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suspicious content is detected, you will see a warning.

Links contained in this email have been replaced. If you click on a link in the email above, the link will be analyzed
for known threats. If a known threat is found, you will not be able to proceed to the destination. If suspicious
content is detected, you will see a warning.

Links contained in this email have been replaced. If you click on a link in the email above, the link will be
analyzed for known threats. If a known threat is found, you will not be able to proceed to the destination. If
suspicious content is detected, you will see a warning.
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I’ll hang tight – I might be getting confused but it’s all just one paragraph we are talking about?
 
If you get it to us by 10pm, assuming Maya is available to test from 10:00 – 10:30, and someone on your team and Garrett’s approves subsequently, we can deploy at 12am.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:11 PM
To: Rosner, Elliott < Dykes, Claire [USA] <  Ross, Mark A - Washington, DC - Contractor <  Ross,
Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Yeah, waiting to hear back on the part that Tom Marshall just questioned. What is cut off… we can always make that change next release. The first one that I sent is the hotter item.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office: Cell: 

 
 

 
 

From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:10 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA] <  Ross, Mark A - Washington, DC - Contractor
<  Ross, Mark A. <
Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking on links, or opening attachments.

Understood. We’re prepared to make/test/deploy the change tonight, would just need to the update ASAP.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:09 PM
To: Dykes, Claire [USA] <  Ross, Mark A - Washington, DC - Contractor <  Ross, Mark A. <  Rosner,
Elliott <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
This email contains a reference to coronavirus or COVID-19. Please be aware of coronavirus-themed active phishing campaigns, and use extra vigilance when responding or clicking.

 
Hang tight…they may make one more change.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office: Cell: 

 
 

 
 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:07 PM
To: Workinger, Kimberly B - Washington, DC <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
Standby……
 

From: Marshall, Thomas J - Washington, DC <
Sent: Thursday, January 27, 2022 4:05 PM
To: Adams, Jeffery A - Washington, DC <  DeJoy, Louis - Washington, DC <  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R < Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
See the highlighted language below in our Privacy Act statement.  
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Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC < Marshall, Thomas J - Washington, DC <  Pastre, Peter R - Washington, DC
<  Castorina, Janine - Washington, DC < Barksdale, Gary R <  Clarke, Heather A - Washington, DC
<  Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

  Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

 
 
Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R - Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website

 
 
Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC < Adams, Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
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To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can
your side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide company and product fulfillment information about that testing kit to a federal executive agency. Collection
is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your
information to third parties without your consent, except to act on your behalf or request, or as legally required. This includes the following limited circumstances: to a congressional office on your behalf; to agencies
and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or fraud against the Postal Service, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE) and U.S. Customs
and Border Protection will not receive any personal information obtained in connection with this program to conduct enforcement operations. For more information regarding our privacy policies
visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who works on immigration issues  sent questions through our USPS Privacy
Office (see below) regarding concerns about how personal information inputted into our Covid Test Kit website could potentially be used/shared for law enforcement and Immigration and
Customs Enforcement (ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up as this privacy item could potentially expand in the media given
the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid tests. Will this information (name and address) be shared with any government
agency which will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as legally required. Are any of the government agencies or law enforcement purposes
have the goal of identifying immigrants for deportation? This is a huge concern that may result in immigrants who already are vulnerable to Covid to NOT apply for the Covid
tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement
purposes, to labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or contractors
when necessary to fulfill a business function or provide products and services to customers; for customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden) <  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we
would appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests, obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing
test-ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed, handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as they live outside of address delivery range. Unfortunately, USPS is not sending tests to

Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s unclear if contract POBs can receive tests. Such a policy quite successfully excludes a
wide swath of Americans from this test delivery effort—and these are Americans already likely to live farther from public testing sites that USPS points folks to when they are unable
to receive tests.
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a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you believe these questions are better addressed to them, please let me know. Thanks very
much for your prompt attention to these concerns. I am available to hop on the phone at any point if a call would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: "Loong, Joseph [USA]" <
Date: Thursday, January 27, 2022 at 4:41 PM
To: "Ross, Mark A - Washington, DC - Contractor" <  "Dykes, Claire
[USA]" <  "Rosner, Elliott"
<  "Workinger, Kimberly B - Washington, DC"
<  "Ross, Mark A." <
Cc: "Hung, Andrew" <  "Lilley, Maya"
<  "Lazarte, Solana - Washington, DC - Contractor"
<  "Hodges, Brittnee [USA]" <
"Chukka, Shilpa" <  "Lazarte, Solana [USA]"
<  "Freytes, Gabriel J - Washington, DC - Contractor"
<  "Freytes, Gabriel" <
Subject: Re: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Hey folks -- I'm going blind against the fine print, but I think there's a comma that needs to be a
semicolon, right after the changed text -- "...against the Postal Service; to labor organizations...":
 
Your information will be used to provide COVID-19 Testing Kits to the address you
provided, and to provide product fulfillment information about that testing kit to a
federal executive agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and
411. Supplying your information is voluntary, but if not provided, we may not be able
to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information
to third parties without your consent, except to act on your behalf or request, or as
legally required. This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving
crimes or fraud against the Postal Service, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and
services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411. For more information regarding our privacy
policies visit www.usps.com/privacypolicy.
 
 
-- 
Booz | Allen | Hamilton
 
Joseph Loong
Lead Associate
Mobile 
BoozAllen.com
Twitter: 
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From: "Ross, Mark A - Washington, DC - Contractor" <
Date: Thursday, January 27, 2022 at 4:36 PM
To: "Dykes, Claire [USA]" <  "Rosner, Elliott"
<  "Workinger, Kimberly B - Washington, DC"
<  "Ross, Mark A." <
Cc: "Hung, Andrew" <  "Lilley, Maya"
<  "Lazarte, Solana - Washington, DC - Contractor"
<  "Hodges, Brittnee [USA]" <  "Loong,
Joseph [USA]" <  "Chukka, Shilpa"
<  "Lazarte, Solana [USA]" <
"Freytes, Gabriel J - Washington, DC - Contractor" <  "Freytes,
Gabriel" <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Adding Gabriel so he can update our prototype pages below to ensure everything stays aligned.
 

 
Regards,
Mark
 
Mark Ross
USPS.com
Phone: (202)268-8415
Email: 
 

From: Dykes, Claire [USA] <  
Sent: Thursday, January 27, 2022 4:30 PM
To: Rosner, Elliott <  Workinger, Kimberly B - Washington, DC
<  Ross, Mark A - Washington, DC - Contractor
<  Ross, Mark A. <
Cc: Hung, Andrew <  Lilley, Maya
<  Lazarte, Solana - Washington, DC - Contractor
<  Hodges, Brittnee [USA] <  Loong, Joseph
[USA] <  Chukka, Shilpa <  Lazarte,
Solana [USA] <
Subject: Re: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Yes! We’re updating now.
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From: "Rosner, Elliott" <
Date: Thursday, January 27, 2022 at 4:28 PM
To: "Workinger, Kimberly B - Washington, DC" <  "Dykes,
Claire [USA]" <  "Ross, Mark A - Washington, DC - Contractor"
<  "Ross, Mark A." <
Cc: "Hung, Andrew" <  "Lilley, Maya"
<  "Lazarte, Solana - Washington, DC - Contractor"
<  "Hodges, Brittnee [USA]" <  "Loong,
Joseph [USA]" <  "Chukka, Shilpa"
<
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Kim – Thanks for the update. When removing the strikeout and re-coloring the addition, this is what
we will be using.
 
Claire – I assume this will match your designs and what Maya will use to validate in CAT.
 
USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
product fulfillment information about that testing kit to a federal executive agency. Collection is authorized by 39
U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we may not be able to
fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third parties without your
consent, except to act on your behalf or request, or as legally required. This includes the following limited
circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or fraud against the
Postal Service, to labor organizations as required by applicable law; incident to legal proceedings involving the
Postal Service; to government agencies in connection with decisions as necessary; to agents or contractors when
necessary to fulfill a business function or provide products and services to customers; for customer service
purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more information regarding our
privacy policies visit www.usps.com/privacypolicy.
 
Thanks all,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:24 PM
To: Rosner, Elliott <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Cc: Hung, Andrew <  Lilley, Maya
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<  Lazarte, Solana - Washington, DC - Contractor
<  Hodges, Brittnee [USA] <  Loong, Joseph
[USA] <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Chris has said to move forward with taking company out. See the changes below (strikethrough and
the additional red text). Let’s move forward.
 
USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more
information regarding our privacy policies visit www.usps.com/privacypolicy.
 
 
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:17 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

I’ll hang tight – I might be getting confused but it’s all just one paragraph we are talking about?
 
If you get it to us by 10pm, assuming Maya is available to test from 10:00 – 10:30, and someone on
your team and Garrett’s approves subsequently, we can deploy at 12am.
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Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:11 PM
To: Rosner, Elliott <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Yeah, waiting to hear back on the part that Tom Marshall just questioned. What is cut off… we can
always make that change next release. The first one that I sent is the hotter item.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Rosner, Elliott <  
Sent: Thursday, January 27, 2022 4:10 PM
To: Workinger, Kimberly B - Washington, DC <  Dykes, Claire [USA]
<  Ross, Mark A - Washington, DC - Contractor <
Ross, Mark A. <
Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Understood. We’re prepared to make/test/deploy the change tonight, would just need to the
update ASAP.
 
Thanks,
Elliott
 
Elliott Rosner
Accenture Federal Services
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From: Workinger, Kimberly B - Washington, DC <  
Sent: Thursday, January 27, 2022 4:09 PM
To: Dykes, Claire [USA] <  Ross, Mark A - Washington, DC - Contractor
<  Ross, Mark A. <  Rosner, Elliott
<
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 

This email contains a reference to coronavirus or COVID-19. Please be aware of coronavirus-
themed active phishing campaigns, and use extra vigilance when responding or clicking.

 
Hang tight…they may make one more change.
 
Kimberly Workinger
USPS.com | Manager | Digital Brand Marketing
Office:  Cell: 

 
 

 
 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:07 PM
To: Workinger, Kimberly B - Washington, DC <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
Standby……
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Thursday, January 27, 2022 4:05 PM
To: Adams, Jeffery A - Washington, DC <  DeJoy, Louis - Washington, DC
<  Pastre, Peter R - Washington, DC <  Castorina,
Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
See the highlighted language below in our Privacy Act statement.  
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clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

  A string of email correspondence regarding this issue is pasted below.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website
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<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Pastre, Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
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information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
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to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
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live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Workinger, Kimberly B - Washington, DC
To: Rosner, Elliott; Hoyt, Garrett M - Washington, DC; Dyer, Angela R - Washington, DC; Wheeler, Jerry L - Eagan,

MN; Bandukwala, Farah A - Washington, DC; Karpenko, Christopher J - Washington, DC
Cc: Axeen, Matthew J.; Wane, Denis R.; Bradford, Ryan; Chen, Crystal A.
Subject: Re: [EXTERNAL] OTK - Release 1.5 - CAT Test Results & PROD Promotion Approval Request
Date: Thursday, January 27, 2022 9:19:39 PM

Approved. Thanks for addressing this so quickly! 

Get Outlook for iOS

From: Rosner, Elliott <
Sent: Thursday, January 27, 2022 9:14:14 PM
To: Hoyt, Garrett M - Washington, DC <  Dyer, Angela R - Washington, DC

; Wheeler, Jerry L - Eagan, MN <  Bandukwala,
Farah A - Washington, DC <  Karpenko, Christopher J - Washington,
DC <  Workinger, Kimberly B - Washington, DC
<
Cc: Axeen, Matthew J.  Wane, Denis R.

 Bradford, Ryan 
Chen, Crystal A. 
Subject: [EXTERNAL] OTK - Release 1.5 - CAT Test Results & PROD Promotion Approval Request
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking
on links, or opening attachments.

Garrett/Angela + Chris/Kim,
 
The OTK team has completed the CAT implementation and CAT demonstration for the OTK Frontend
Release 1.5. Attached are the defect details, test scripts, and successful test results. Following your
documentation review and approval, the team will complete the deployment to Production at 12:01
AM ET tonight, then provide confirmation of successful release.
 
Kim – I will take your response to Maya’s message (attached) as approval for deployment from
Brand Marketing.
 
Frontend Changes:

Update USPS Privacy Policy
 
UPDATE: USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
product fulfillment information about that testing kit to a federal executive agency. Collection is authorized by 39
U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we may not be able to
fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third parties without your
consent, except to act on your behalf or request, or as legally required. This includes the following limited
circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or fraud against the
Postal Service, to labor organizations as required by applicable law; incident to legal proceedings involving the
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Postal Service; to government agencies in connection with decisions as necessary; to agents or contractors when
necessary to fulfill a business function or provide products and services to customers; for customer service
purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more information regarding our
privacy policies visit www.usps.com/privacypolicy.
 
Barring any questions or concerns, can you please provide confirmation for promotion to PROD?
 
Thanks,
Elliot
 
Elliott Rosner
Accenture Federal Services
Technology Consulting
Washington, DC
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From: Rosner, Elliott
To: Karpenko, Christopher J - Washington, DC; Hoyt, Garrett M - Washington, DC; Dyer, Angela R - Washington, DC;

Wheeler, Jerry L - Eagan, MN; Bandukwala, Farah A - Washington, DC; Workinger, Kimberly B - Washington, DC
Cc: Axeen, Matthew J.; Wane, Denis R.; Bradford, Ryan; Chen, Crystal A.
Subject: RE: [EXTERNAL] OTK - Release 1.5 - CAT Test Results & PROD Promotion Approval Request
Date: Friday, January 28, 2022 8:07:05 AM

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking
on links, or opening attachments.

All,
 
The OTK Release 1.5 frontend change (new USPS Privacy Policy) has been successfully deployed to
PRODUCTION.
 
Thank you,
Elliott
 
Elliott Rosner
Accenture Federal Services

 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Thursday, January 27, 2022 9:16 PM
To: Rosner, Elliott <  Hoyt, Garrett M - Washington, DC
<  Dyer, Angela R - Washington, DC <angela.r.dyer@usps.gov>; Wheeler,
Jerry L - Eagan, MN <  Bandukwala, Farah A - Washington, DC
<  Workinger, Kimberly B - Washington, DC
<
Cc: Axeen, Matthew J. <matthew.j.axeen@accenturefederal.com>; Wane, Denis R.
<denis.r.wane@accenturefederal.com>; Bradford, Ryan <ryan.bradford@accenturefederal.com>;
Chen, Crystal A. <crystal.a.chen@accenturefederal.com>
Subject: Re: [EXTERNAL] OTK - Release 1.5 - CAT Test Results & PROD Promotion Approval Request
 

This email contains a reference to coronavirus or COVID-19. Please be aware of coronavirus-
themed active phishing campaigns, and use extra vigilance when responding or clicking.

 
Yes indeed. Approved thx
 
Get Outlook for iOS

From: Rosner, Elliott <
Sent: Thursday, January 27, 2022 9:14:14 PM
To: Hoyt, Garrett M - Washington, DC <  Dyer, Angela R - Washington, DC

; Wheeler, Jerry L - Eagan, MN <  Bandukwala,
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Farah A - Washington, DC <  Karpenko, Christopher J - Washington,
DC <  Workinger, Kimberly B - Washington, DC
<
Cc: Axeen, Matthew J.  Wane, Denis R.

; Bradford, Ryan 
Chen, Crystal A. 
Subject: [EXTERNAL] OTK - Release 1.5 - CAT Test Results & PROD Promotion Approval Request
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Garrett/Angela + Chris/Kim,
 
The OTK team has completed the CAT implementation and CAT demonstration for the OTK Frontend
Release 1.5. Attached are the defect details, test scripts, and successful test results. Following your
documentation review and approval, the team will complete the deployment to Production at 12:01
AM ET tonight, then provide confirmation of successful release.
 
Kim – I will take your response to Maya’s message (attached) as approval for deployment from
Brand Marketing.
 
Frontend Changes:

Update USPS Privacy Policy
 
UPDATE: USPS Privacy Statement on Website
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
product fulfillment information about that testing kit to a federal executive agency. Collection is authorized by 39
U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we may not be able to
fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third parties without your
consent, except to act on your behalf or request, or as legally required. This includes the following limited
circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or fraud against the
Postal Service, to labor organizations as required by applicable law; incident to legal proceedings involving the
Postal Service; to government agencies in connection with decisions as necessary; to agents or contractors when
necessary to fulfill a business function or provide products and services to customers; for customer service
purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. For more information regarding our
privacy policies visit www.usps.com/privacypolicy.
 
Barring any questions or concerns, can you please provide confirmation for promotion to PROD?
 
Thanks,
Elliot
 
Elliott Rosner
Accenture Federal Services
Technology Consulting
Washington, DC
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From: Karpenko, Christopher J - Washington, DC
To: Monteith, Steven W - Washington, DC
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Monday, January 31, 2022 1:29:48 PM
Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

See below…and response (attached), Tom, his team and WH concurred.
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

 
 
Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

  A string of email correspondence regarding this issue is pasted below.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website
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Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
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To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
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contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
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immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
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unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Question: Can USPS confirm it will not be sharing test-ordering data with law 
enforcement and/or ICE? 
 
Answer:  
 
First, the order form was specifically designed to limit the amount of personal 
information collected so as to not deter anyone from ordering. And the sole purpose for 
which the personal information is being gathered is to provide individuals with test kits. 
 
Second, the U.S. Postal Service will not be providing any personal information obtained 
in connection with this program to law enforcement or any other governmental agency 
except under very limited circumstances involving crimes or fraud against the Postal 
Service, or as required by law. 
 
Third, the Postal Service would like to assure you that the protection of personal 
information is one of our most important priorities. In addition to the Postal Service’s 
general commitment to the American people and to safeguarding the privacy of personal 
information, the Postal Service is required by law to comply with the Privacy Act of 
1974, 5 U.S.C. § 552a.   
 
The Privacy Act requires the Postal Service, before collection of personal information, to 
provide an individual with the purpose for which the gathered information will be used.  
It also requires the Postal Service to inform individuals of the limited circumstances in 
which their information may be disclosed outside of the Postal Service (referred to as a 
“routine use” under the Privacy Act). 
 
To emphasize, while our general “routine uses” include the possibility that we may need 
to disclose the information, such information would only be “disclosed to appropriate law 
enforcement agencies to investigate, prevent, or take action regarding suspected illegal 
activities against the Postal Service; and such customer records may only otherwise be 
disclosed to law enforcement agencies as required by law.”  
 
We hope this helps answer your question.  
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From: Karpenko, Christopher J - Washington, DC
To: Monteith, Steven W - Washington, DC
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Monday, January 31, 2022 5:02:12 PM

Not on FAQ, on the website. FAQ has a reference but not the statement, never has.
 

From: Monteith, Steven W - Washington, DC <  
Sent: Monday, January 31, 2022 1:36 PM
To: Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Is this on our sites FAQ”s?
 

From: Karpenko, Christopher J - Washington, DC <  
Sent: Monday, January 31, 2022 1:30 PM
To: Monteith, Steven W - Washington, DC <
Subject: FW: TEST KIT WEB INFO - PRIVACY CONCERN
 
See below…and response (attached), Tom, his team and WH concurred.
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 2:57 PM
To: DeJoy, Louis - Washington, DC <  Marshall, Thomas J - Washington, DC
<  Pastre, Peter R - Washington, DC <
Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Clarke, Heather A - Washington, DC <
Karpenko, Christopher J - Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (5)

(b) (5)

USPS_508



 
 
Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

  A string of email correspondence regarding this issue is pasted below.
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Thanks,
 
Jeff
 
USPS Privacy Statement on Website

 
 
Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
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Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
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Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
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Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
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the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: PRIVACY OFFICE
Subject: RE: [EXTERNAL] EMAIL
To:
Sent: January 21, 2022 9:42 AM (UTC-05:00)

Good Morning,
 
I have broken down the Privacy Act statement with explanations for you below:
 
Privacy Act Statement
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide company
and product fulfillment information about that testing kit to a federal executive agency. - The information you provide
will be used to mail a COVID-19 test kit to you.  Another federal agency may track what types of testing kits are sent out
and to where in the country.  
 
Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. – These are the federal regulations for which we can
collect and use the information provided.
 
Supplying your information is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19
Testing Kit. – If you would like a test kit you have to provide us your name and mailing address.  If you don’t want to
provide your name and mailing address we can’t fulfill your order.  You are not obligated to provide your information,
but if you don’t we can’t send test kits to you.
 
We do not disclose your information to third parties without your consent, except to act on your behalf or request, or
as legally required.  – This statement means that we have routine uses for which your information can be shared with
those uses listed below.  For example, if you break the law and law enforcement needs your information, we are
obligated to provide your information or similarly if the information is needed for legal proceedings.  If there was a cost
to order the tests, we would share your information with the financial institution processing the payment.  If the Postal
Service was audited, we are legally bound to provide the required data for the audit.  If you contacted your
Congressional representative and asked them to act on your behalf, we would be able to do so, because we have stated
we would share that information if requested.  Also, if the Postal Service has contractors that have access to this data to
help operate, design, and/or build this system, that is disclosed here also.
 
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities to
facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to labor
organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to government
agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill a business
function or provide products and services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411. – Here is a link to the full language of each of the routine uses listed, but not all
apply: https://about.usps.com/handbooks/as353/as353apdx_007.htm.  The corresponding Privacy Act System of
Records that is applicable for the collection of the test kit data is:
https://about.usps.com/handbooks/as353/as353apdx_046.htm#ep1008100 which has been updated since this version
was last published to include the data captured via guest check out, which is what is used for the Covid Test Kit
ordering.
 
For more information regarding our privacy policies visit www.usps.com/privacypolicy. – Additional USPS privacy
policies can be found via this link.
 
Please let me know if you would like further information or details.  I hope this alleviates any concern you may have
had.
Thank you, 
USPS Privacy and Records Office
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-----Original Message-----
From:  
Sent: Friday, January 21, 2022 5:37 AM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: [EXTERNAL] EMAIL
 
CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking on links, or
opening attachments.
 
IT was the free COVID Tests Privacy statement,,,I did not understand it.
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From:
Subject: [EXTERNAL] Question re: USPS Privacy Policy
To: PRIVACY OFFICE
Sent: March 7, 2022 1:19 PM (UTC-05:00)

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking on links, or
opening attachments.

Hello.  I recently ordered free COVID-19 test kits through USPS’s website, and have been wondering about the
potential use of my name and address by third-party marketers.  Many years ago I stopped providing change
of address information to USPS when I moved, as I found I received unsolicited marketing materials in the
mail at my new addresses from, for example, home improvement businesses shortly after providing my
personal information to USPS.

Do I understand correctly that USPS no longer engages in this sharing of customers’ personal information
with such outside business entities - unless, of course, the customer has “opted in” for this service?  In
addition to trying to avoid receiving junk mail in general, as I have moved again since requesting my
initial COVID-19 tests I am also trying to avoid receiving any further unsolicited mail addressed to me at my
former address.

Thank you for clarification of this issue…

USPS_518
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From:  
Subject: [EXTERNAL] Privacy Policy questions 
To: PRIVACY OFFICE 
Sent: January 26, 2022 11:08 AM (UTC-05:00) 
CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking 
on links, or opening attachments. 
 
Hello, 
 
I would like clarification on the privacy policy in reference to the free COVID test kits. I see that you all 
have a disclaimer that my personal information will be disclosed to third parties to facilitate the 
transaction, act on my behalf or request, or as legally required. This also includes financial entities, law 
enforcement, or in legal proceedings. 
 
I would like to opt out of my personal information being used for any and all of the above. I also want to 
cancel my order that was already placed. I do not consent nor accept The Postal Service to act on my 
behalf. 
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