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From: Simpson, Mary Ann - Washington, DC
Subject: FW: Concerns about sharing with law enforcement
To: Brown, Cory D - Washington, DC
Cc: Pagano, Catherine V - Washington, DC
Sent: January 20, 2022 4:13 PM (UTC-05:00)
Attached: Response to Law Enforcement Concerns re Test Kitsv3.docx

Cory,
FYI.  Peter needs to approve it and then it has to go to Louis.
 
From: Castorina, Janine - Washington, DC <Janine.Castorina@usps.gov> 
Sent: Thursday, January 20, 2022 4:10 PM
To: Adams, Jeffery A - Washington, DC <Jeffery.A.Adams@usps.gov>; Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>; Stevenson, Ruth B - Washington, DC
<Ruth.B.Stevenson@usps.gov>
Cc: Pagano, Catherine V - Washington, DC <catherine.v.pagano@usps.gov>
Subject: RE: Concerns about sharing with law enforcement
 
Hi All,
Here is the version as approved  by Tom.
 
Thoughts?
 
Janine
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
-----Original Appointment-----
From: Castorina, Janine - Washington, DC 
Sent: Thursday, January 20, 2022 10:06 AM
To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC; Simpson, Mary Ann - Washington, DC; Stevenson, Ruth B - Washington, DC
Cc: Pagano, Catherine V - Washington, DC
Subject: Concerns about sharing with law enforcement 
When: Thursday, January 20, 2022 1:00 PM-2:00 PM (UTC-05:00) Eastern Time (US & Canada).
Where: 
 
I have attached sample inquiries we have received
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From: Simpson, Mary Ann - Washington, DC
To: Pastre, Peter R - Washington, DC
Subject: FW: Concerns about sharing with law enforcement
Date: Thursday, January 20, 2022 4:38:38 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

Peter,
Here’s the response from the law dept. re: the privacy statement issue.  While the response is
long, we think that Madison (Wyden’s staffer) will want this level of detail.  Also, Madison had
cc’d her inquiry to two lawyers on Wyden’s staff.  Jeff has to look at the statement and I’m not
sure who loops in Louis for approval?
 

From: Castorina, Janine - Washington, DC <  
Sent: Thursday, January 20, 2022 4:10 PM
To: Adams, Jeffery A - Washington, DC <  Simpson, Mary Ann -
Washington, DC <maryann.simpson@usps.gov>; Stevenson, Ruth B - Washington, DC
<
Cc: Pagano, Catherine V - Washington, DC <
Subject: RE: Concerns about sharing with law enforcement
 
Hi All,
Here is the version as approved  by Tom.
 
Thoughts?
 
Janine
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
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From:
To: Simpson, Mary Ann - Washington, DC
Subject: Re: Concerns about sharing with law enforcement
Date: Thursday, January 20, 2022 6:50:07 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

The simple answer is “yes” it might be shared it seems.  

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    (C) 

 

 

On Jan 20, 2022, at 4:38 PM, Simpson, Mary Ann - Washington, DC
<maryann.simpson@usps.gov> wrote:

Peter,
Here’s the response from the law dept. re: the privacy statement issue.  While the
response is long, we think that Madison (Wyden’s staffer) will want this level of
detail.  Also, Madison had cc’d her inquiry to two lawyers on Wyden’s staff.  Jeff
has to look at the statement and I’m not sure who loops in Louis for approval?
 

From: Castorina, Janine - Washington, DC <  
Sent: Thursday, January 20, 2022 4:10 PM
To: Adams, Jeffery A - Washington, DC <  Simpson, Mary
Ann - Washington, DC <maryann.simpson@usps.gov>; Stevenson, Ruth B - Washington,
DC <
Cc: Pagano, Catherine V - Washington, DC <
Subject: RE: Concerns about sharing with law enforcement
 
Hi All,
Here is the version as approved  by Tom.
 
Thoughts?
 
Janine
 
 
Janine Castorina

(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6) (b) (6)

USPS_207



Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
 

(b) (6)
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From: Simpson, Mary Ann - Washington, DC
To: Pastre, Peter R - Washington, DC
Subject: RE: Concerns about sharing with law enforcement
Date: Friday, January 21, 2022 9:27:56 AM

Yes, as far as I know.    Jeff said he’s concerned that once we answer Wyden’s staff question, it could
be shared with the media and cause more questioning. 
 

From: Pastre, Peter R - Washington, DC <  
Sent: Friday, January 21, 2022 9:19 AM
To: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Subject: Re: Concerns about sharing with law enforcement
 
I think Jeff has to look at it because he’s clearing things with the WH Comms people.   Is the Wyden
office the only reason the question is being answered? 

 
Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    (C) 

 

 

On Jan 21, 2022, at 9:13 AM, Simpson, Mary Ann - Washington, DC
<maryann.simpson@usps.gov> wrote:

Agreed.  We could just use the last paragraph.  Who will show it to Louis?  Jeff or you?
 

From: Pastre, Peter R - Washington, DC <  
Sent: Thursday, January 20, 2022 6:50 PM
To: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Subject: Re: Concerns about sharing with law enforcement
 
The simple answer is “yes” it might be shared it seems.  

 
Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    (C) 

 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

USPS_210



 

On Jan 20, 2022, at 4:38 PM, Simpson, Mary Ann - Washington, DC
<maryann.simpson@usps.gov> wrote:

Peter,
Here’s the response from the law dept. re: the privacy statement
issue.  While the response is long, we think that Madison (Wyden’s
staffer) will want this level of detail.  Also, Madison had cc’d her
inquiry to two lawyers on Wyden’s staff.  Jeff has to look at the
statement and I’m not sure who loops in Louis for approval?
 

From: Castorina, Janine - Washington, DC <  
Sent: Thursday, January 20, 2022 4:10 PM
To: Adams, Jeffery A - Washington, DC <
Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>;
Stevenson, Ruth B - Washington, DC <
Cc: Pagano, Catherine V - Washington, DC
<
Subject: RE: Concerns about sharing with law enforcement
 
Hi All,
Here is the version as approved  by Tom.
 
Thoughts?
 
Janine
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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From: PRIVACY OFFICE
To: Castorina, Janine - Washington, DC
Subject: RE: [EXTERNAL] Privacy concerns
Date: Friday, January 21, 2022 4:05:16 PM

Ok thanks.  I let them know that we are still working on this and will respond when we are able.
 

From: Castorina, Janine - Washington, DC <  
Sent: Friday, January 21, 2022 4:04 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns
 
I’m told Louis hasn’t approved it yet. We are waiting for that.
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: PRIVACY OFFICE <Privacy@usps.gov> 
Sent: Friday, January 21, 2022 3:55 PM
To: Castorina, Janine - Washington, DC <
Subject: RE: [EXTERNAL] Privacy concerns
 
Thanks, w.
 

From: Castorina, Janine - Washington, DC <  
Sent: Friday, January 21, 2022 3:52 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns
 
Nope. I’ll ping them
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
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From: PRIVACY OFFICE <Privacy@usps.gov> 
Sent: Friday, January 21, 2022 3:51 PM
To: Castorina, Janine - Washington, DC <
Subject: RE: [EXTERNAL] Privacy concerns
 
Hi, any word from Jeff please?  thx, w.
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 19, 2022 1:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns
 
Not yet. I sent this to Jeff Adams. I’m waiting for him.
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: PRIVACY OFFICE <Privacy@usps.gov> 
Sent: Wednesday, January 19, 2022 1:13 PM
To: Castorina, Janine - Washington, DC <
Subject: RE: [EXTERNAL] Privacy concerns
 
Ok.  Do you have a contact for CC?
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 19, 2022 12:50 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns
 
Right, but let’s refrain from responding. I think Corporate Comms needs to weigh in.
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

(b) (6)

(b) (6)

(b) (6)
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202.268.2049 fax
 

From: PRIVACY OFFICE <Privacy@usps.gov> 
Sent: Wednesday, January 19, 2022 12:45 PM
To: Castorina, Janine - Washington, DC <
Subject: FW: [EXTERNAL] Privacy concerns
 

 

From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (5)

(b) (6)
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From: Simpson, Mary Ann - Washington, DC
To: Brown, Cory D - Washington, DC
Subject: RE: Online
Date: Monday, January 24, 2022 9:09:38 AM

Hi Cory,
No word on the privacy statement for Madison. I will ask Peter this morning.  I asked Jason
McMahill if he would be in the meeting with us with Boebert, no reply.  I will call him today
because we don’t know the answers re: service issues she’s going to bring up.
MA
 

From: Brown, Cory D - Washington, DC <  
Sent: Monday, January 24, 2022 9:00 AM
To: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Subject: Online
 
Mary Ann,
 
I’m online and I’m working on issues as they come in.
 
Did we get approval for the Wyden response? No response yet from Madison, but I assume it is only
a matter of time.
 
In addition, any word from CO/WY DM? I saw Boebert’s staff emailed you. Sorry about that.
 
Regards,
 
Cory D. Brown
United States Postal Service
Government Relations Representative
Phone: 
Cell: 
 

(b) (6)

(b) (6)
(b) (6)
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From: Simpson, Mary Ann - Washington, DC
To: Pastre, Peter R - Washington, DC
Subject: two things
Date: Monday, January 24, 2022 9:45:40 AM

Hi Peter,
Any news on the privacy statement issue for Madison in Wyden’s office?  I
think you or Jeff were running it by Louis?  Also, can I tell my approps staff that
we were reimbursed  for test kit delivery yet?  I can say that we’ve been fully
reimbursed and if I’m asked who gave us the money, I’ll tell them that they
need to check with the WH?  thanks.
MA
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From: Pastre, Peter R - Washington, DC
To: Adams, Jeffery A - Washington, DC
Subject: Privacy statement ok"d?
Date: Monday, January 24, 2022 1:14:00 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

Jeff:
 
Did this privacy statement get ok’d by Louis (and the WH?) to share with Senator
Wyden’s office?    I understand you were on the call where it was discussed with our
Law Department. 
 
Thank you
 
Peter

USPS_217
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Peter
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legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)
(b) (6)
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they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 

(b) (6) (b) (6)
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obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 

(b) (6) (b) (6)
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From: Marshall, Thomas J - Washington, DC
To: Castorina, Janine - Washington, DC; Pastre, Peter R - Washington, DC
Cc: Barksdale, Gary R; Adams, Jeffery A - Washington, DC
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
Date: Monday, January 24, 2022 4:27:42 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

I tend to agree with Janine,  
 

 

 
-Tom
 

From: Castorina, Janine - Washington, DC <  
Sent: Monday, January 24, 2022 3:26 PM
To: Pastre, Peter R - Washington, DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
<  Marshall, Thomas J - Washington, DC <
Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement
 

 
 
Janine 

Sent from my iPhone

On Jan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC
<  wrote:

 Thanks Chief.  I like that edit as it narrows it down conceptually.  

 
Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    

USPS Government Relations Website usps.com/gr 
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-------------------------------------------------------------------------------------------------
----
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to
NOT apply for the Covid tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on
requesting tests out of fear.
 
Thank you,

(b) (6) (b) (6)

(b) (6) (b) (6)

(b) (5)

(b) (5)
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 LCSW

 
 
From: Moskowitz, Madison (Wyden)
<  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan,
Lavanya (Wyden) <  Katzman,
Jenni (Wyden) <
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution
effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’m sure you’re slammed right now, we very much
appreciate the attention.
 

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

 
2. Many people in rural areas receive mail at business Post Office

Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
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are unable to receive tests.
a. Why is USPS unable to deliver to business PO Boxes when it

can deliver tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans

are not unfairly excluded from this testing program?
 
I understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 

(b) (6) (b) (6)
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Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC
20260-3500
(O)    

USPS Government Relations Website usps.com/gr 

 

 

On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R
<  wrote:

No real concerns. Just thinking out loud.
 

 

 

 
Gary
 
 

From: Adams, Jeffery A - Washington, DC
<  
Sent: Monday, January 24, 2022 2:50 PM
To: Marshall, Thomas J - Washington, DC
<  Pastre, Peter R -
Washington, DC <  Castorina,
Janine - Washington, DC <
Barksdale, Gary R <
Subject: REVIEW NEEDED - Concerns about sharing with law
enforcement 
Importance: High
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government agency which will try to find and deport
immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads
that information is private except as legally required. Are
any of the government agencies or law enforcement
purposes have the goal of identifying immigrants for
deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT
apply for the Covid tests. Here is the statement of
concern:
This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a
business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies
pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off
on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden)
<  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC
<
Cc: Wu, Kevin (Wyden) <
Sridharan, Lavanya (Wyden)
<  Katzman, Jenni
(Wyden) <
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test
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distribution effort. My boss appreciates USPS’ speed in
deploying this effort, but he is deeply concerned about these
matters so we would appreciate a timely response. Though
I’m sure you’re slammed right now, we very much
appreciate the attention.
 

1. The “fine print” on the test-ordering site says that
information gathered by ordering tests, obviously
including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’
FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be
sharing test-ordering data with law enforcement
and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and
may weigh in with the impacts of collecting that data
on public health measures such as test distribution
and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business

Post Office Boxes or contract POBs, as they live
outside of address delivery range. Unfortunately,
USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or
business POBs. Further it’s unclear if contract POBs
can receive tests. Such a policy quite successfully
excludes a wide swath of Americans from this test
delivery effort—and these are Americans already
likely to live farther from public testing sites that USPS
points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO
Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural
Americans are not unfairly excluded from this
testing program?

 
I understand that many of the contours of this program were
guided by the White House. If you believe these questions
are better addressed to them, please let me know. Thanks
very much for your prompt attention to these concerns. I am
available to hop on the phone at any point if a call would be
easier for you.
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Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron
Wyden

she/her/hers |  cell |  desk

 
 

(b) (6) (b) (6)

USPS_240



Page withheld in full pursuant to FOIA Exemption 5

USPS_241



From: Brown, Cory D - Washington, DC
To: Simpson, Mary Ann - Washington, DC
Subject: RE: privacy statement-Wyden
Date: Tuesday, January 25, 2022 9:41:00 AM

Usps.com FAQ: https://about.usps.com/who/legal/privacy-policy/?
_gl=1*1cuu58k*_ga*ZmFsc2U.*_ga_3NXP3C8S9V*MTY0MzEyMTM2NC4zMjcuMC4xNjQzMTIxMzcxLjA.
 

 
 
Covidtests.gov FAQ:
 

Did not see anything on this website.
 

From: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov> 
Sent: Tuesday, January 25, 2022 9:32 AM
To: Brown, Cory D - Washington, DC <
Subject: privacy statement-Wyden
 

Cory,
I am going to push to try to get the privacy statement released today for Madison.  Can you look at
the WH covid website and ours to see where the notice of the privacy statement comes up? 
thanks.
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goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
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Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 
 
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Monday, January 24, 2022 4:27 PM
To: Castorina, Janine - Washington, DC <  Pastre, Peter R - Washington,
DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
<
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
 
I tend to agree with Janine,  

 
 

 
-Tom
 

From: Castorina, Janine - Washington, DC <  
Sent: Monday, January 24, 2022 3:26 PM
To: Pastre, Peter R - Washington, DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
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<  Marshall, Thomas J - Washington, DC <
Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement
 

 
 
Janine 

Sent from my iPhone
 

On Jan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC
<  wrote:

 Thanks Chief.  I like that edit as it narrows it down conceptually.  

 
Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    

USPS Government Relations Website usps.com/gr 

 

 
 

On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R <
wrote:

No real concerns. Just thinking out loud.
 

 

 

 
Gary
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CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to
NOT apply for the Covid tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on
requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden)
<  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan,
Lavanya (Wyden) <  Katzman,
Jenni (Wyden) <
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some se PS’ test distribution
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effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’m sure you’re slammed right now, we very much
appreciate the attention.
 

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

 
2. Many people in rural areas receive mail at business Post Office

Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it
can deliver tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans
are not unfairly excluded from this testing program?

 
I understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 

(b) (6) (b) (6)

USPS_249



Page withheld in full pursuant to FOIA Exemption 5

USPS_250



USPS_251



 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a social worker working with immigrants. There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.
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Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 
 
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Monday, January 24, 2022 4:27 PM
To: Castorina, Janine - Washington, DC <  Pastre, Peter R - Washington,(b) (6)
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DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
<
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
 
I tend to agree with Janine,  

 
 

 
-Tom
 

From: Castorina, Janine - Washington, DC <  
Sent: Monday, January 24, 2022 3:26 PM
To: Pastre, Peter R - Washington, DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
<  Marshall, Thomas J - Washington, DC <
Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement
 

 
 
Janine 

Sent from my iPhone
 

On Jan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC
<  wrote:

 Thanks Chief.  I like that edit as it narrows it down conceptually.  

 
Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    

USPS Government Relations Website usps.com/gr 
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-------------------------------------------------------------------------------------------------
----
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to
NOT apply for the Covid tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on
requesting tests out of fear.
 
Thank you,
 

 LCSW
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From: Moskowitz, Madison (Wyden)
<  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan,
Lavanya (Wyden) <  Katzman,
Jenni (Wyden) <
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution
effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’m sure you’re slammed right now, we very much
appreciate the attention.
 

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

 
2. Many people in rural areas receive mail at business Post Office

Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it
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can deliver tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans

are not unfairly excluded from this testing program?
 
I understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Adams, Jeffery A - Washington, DC
To: DeJoy, Louis - Washington, DC
Cc: Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC; Castorina, Janine - Washington, DC;

Barksdale, Gary R; Clarke, Heather A - Washington, DC
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Tuesday, January 25, 2022 1:15:22 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx
Importance: High

Louis,
A staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who works on
immigration issues (  sent questions through our USPS Privacy Office (see below to
Janine Castorina) regarding concerns about how personal information inputted into our Covid Test
Kit website could potentially be used/shared for law enforcement and Immigration and Customs
Enforcement (ICE) purposes.  

  I’d
appreciate your thoughts/edits as we will need to get something back to the requesters…. 

     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with de nts or contractors when necessary to fulfill
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a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
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POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded

from this testing program?
 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Adams, Jeffery A - Washington, DC
To: Cheema, Subhan 
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Tuesday, January 25, 2022 2:12:00 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
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 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
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your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Pastre, Peter R - Washington, DC
To: Adams, Jeffery A - Washington, DC
Subject: Fwd: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Tuesday, January 25, 2022 2:16:31 PM

So do you have to run it by the WH?  Or is it good to go.   

I can also run it by the Leg Affairs shop but it seems like a Comms question.   

Get Outlook for iOS

From: DeJoy, Louis - Washington, DC <
Sent: Tuesday, January 25, 2022 2:03:33 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Looks good
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Tuesday, January 25, 2022 1:15 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High
 
Louis,
A staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who works on
immigration issues (  sent questions through our USPS Privacy Office (see below to
Janine Castorina) regarding concerns about how personal information inputted into our Covid Test
Kit website could potentially be used/shared for law enforcement and Immigration and Customs
Enforcement (ICE) purposes.  

.  I’d
appreciate your thoughts/edits as we will need to get something back to the requesters….

     
 
Jeff
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (5)

(b) (5)

USPS_267



USPS_268



clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Adams, Jeffery A - Washington, DC
To: Barksdale, Gary R; Marshall, Thomas J - Washington, DC; Castorina, Janine - Washington, DC; Pastre, Peter R -

Washington, DC
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
Date: Tuesday, January 25, 2022 2:31:39 PM

All,
FYI…

  As soon as I have it …I’ll forward around for your thoughts
and will also include Louis.
 
Thx.
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 1:07 PM
To: Barksdale, Gary R <  Marshall, Thomas J - Washington, DC
<  Castorina, Janine - Washington, DC <
Pastre, Peter R - Washington, DC <
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
 
OK…with no other comments…I’ll send this to Louis w CC to this team.
 
Thx!!
 

From: Barksdale, Gary R <  
Sent: Tuesday, January 25, 2022 10:37 AM
To: Adams, Jeffery A - Washington, DC <  Marshall, Thomas J -
Washington, DC <  Castorina, Janine - Washington, DC
<  Pastre, Peter R - Washington, DC <
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
 
I am ok with the updated language.
 
GB
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Tuesday, January 25, 2022 10:31 AM
To: Marshall, Thomas J - Washington, DC <  Castorina, Janine -
Washington, DC <  Pastre, Peter R - Washington, DC
<
Cc: Barksdale, Gary R <
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement 
Importance: High
 
If all are OK with the attached updated language….I will forward the note below to Louis for
awareness…and then share with WH Comms
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Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
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from this testing program?
 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 
 
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Monday, January 24, 2022 4:27 PM
To: Castorina, Janine - Washington, DC <  Pastre, Peter R - Washington,
DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
<
Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
 
I tend to agree with Janine,  

 
 

 
-Tom
 

From: Castorina, Janine - Washington, DC <  
Sent: Monday, January 24, 2022 3:26 PM
To: Pastre, Peter R - Washington, DC <
Cc: Barksdale, Gary R <  Adams, Jeffery A - Washington, DC
<  Marshall, Thomas J - Washington, DC <
Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement
 

 
 
Janine 
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Sent from my iPhone
 

On Jan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC
<  wrote:

 Thanks Chief.  I like that edit as it narrows it down conceptually.  

 
Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    

USPS Government Relations Website usps.com/gr 

 

 
 

On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R <
wrote:

No real concerns. Just thinking out loud.
 

 

 

 
Gary
 
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Monday, January 24, 2022 2:50 PM
To: Marshall, Thomas J - Washington, DC <
Pastre, Peter R - Washington, DC <  Castorina,
Janine - Washington, DC <  Barksdale, Gary R
<
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USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

 
2. Many people in rural areas receive mail at business Post Office

Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it
can deliver tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans
are not unfairly excluded from this testing program?

 
I understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Cheema, Subhan 
To: Adams, Jeffery A - Washington, DC
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 3:30:28 PM

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking
on links, or opening attachments.

All good!
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:27 PM
To: Cheema, Subhan  <
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Sorry…..just saw this email….
 

From: Cheema, Subhan  <  
Sent: Wednesday, January 26, 2022 2:55 PM
To: Adams, Jeffery A - Washington, DC <
Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

And let’s discuss at the tail of the 3pm – easier without the rest of the crew.
 

From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden. 2) Perhaps more importantly, to pre-empt other similar concerns, can your side live with the
following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a busi ucts and services to customers; for
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Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
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I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (6)

USPS_283



 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call

(b) (6)

(b) (6)

(b) (6)
(b) (6)
(b) (6)

USPS_284



would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 
 

(b) (6) (b) (6)

USPS_285



Page withheld in full pursuant to FOIA Exemption 5

USPS_286



Page withheld in full pursuant to FOIA Exemption 5

USPS_287



From: Castorina, Janine - Washington, DC
To: Marshall, Thomas J - Washington, DC; Adams, Jeffery A - Washington, DC
Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 4:15:38 PM

I’m fine adding 
 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:13 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I agree.  Take a run at 

 
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:11 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
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Jeff
 

From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

USPS_290



-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.
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Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Marshall, Thomas J - Washington, DC
To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC
Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 4:33:37 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.docx

I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
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involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
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goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
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Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk

 
 
 

(b) (6) (b) (6)

USPS_297



Page withheld in full pursuant to FOIA Exemption 5

USPS_298



Page withheld in full pursuant to FOIA Exemption 5

USPS_299



From: Castorina, Janine - Washington, DC
To: Marshall, Thomas J - Washington, DC; Adams, Jeffery A - Washington, DC
Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 5:49:48 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
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to look at their edits in the attached…and proposed edits to the to the privacy notice on our ordering
website (see below).  Look forward to your thoughts.
 
Jeff
 

From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Adams, Jeffery A - Washington, DC
To: Castorina, Janine - Washington, DC; Marshall, Thomas J - Washington, DC
Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 6:17:40 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

I'll defer to Tom and Gary on the edits provided in the attachment and the recommended edited
language from Gary and Janine 
 

 
 
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (5)

USPS_307



From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
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resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
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The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.
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2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Marshall, Thomas J - Washington, DC
To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC
Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 6:23:20 PM
Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 
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-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Pastre, Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Janine, please give me your thoughts on these items.  At first blush, the edits look okay to me,
although the one that gives me some pause is to specifically say that 
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From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
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Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?
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I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Adams, Jeffery A - Washington, DC
To: DeJoy, Louis - Washington, DC
Cc: Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC; Castorina, Janine - Washington, DC;

Barksdale, Gary R; Clarke, Heather A - Washington, DC
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 8:38:39 PM
Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Track Change - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Louis,
I shared with WH Comms our draft response 

  A string of email correspondence regarding this issue is pasted below.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website

 
 
Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
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<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
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General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Pastre, Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Janine, please give me your thoughts on these items.  At first blush, the edits look okay to me,
although the one that gives me some pause is to specifically say that 

 
 
From: Adams, Jeffery A - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:37 PM
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To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
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From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
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Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A
- Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams,
Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
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To: Castorina, Janine - Washington, DC <  Adams, Jeffery A
- Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with  

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams,
Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
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agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information
is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing
Kit. We do not disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited circumstances: to a
congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to
legal proceedings involving the Postal Service; to government agencies in connection with
decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal
executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE)
and U.S. Customs and Border Protection will not receive any personal information obtained in
connection with this program to conduct enforcement operations. For more information regarding
our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social
worker who works on immigration issues (  sent questions through our
USPS Privacy Office (see below) regarding concerns about how personal information
inputted into our Covid Test Kit website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement (ICE) purposes.  Please note
the attached response we plan to send to them.  Giving you a heads up as this privacy
item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.
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ordering tests, obviously including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’ FAQ page regarding this
effort, USPS states “Your information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the
impacts of collecting that data on public health measures such as test
distribution and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract

POBs, as they live outside of address delivery range. Unfortunately, USPS is not
sending tests to Commercial Mail Receiving Agency, General Delivery addresses,
or business POBs. Further it’s unclear if contract POBs can receive tests. Such a
policy quite successfully excludes a wide swath of Americans from this test
delivery effort—and these are Americans already likely to live farther from public
testing sites that USPS points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver
tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly
excluded from this testing program?

 
I understand that many of the contours of this program were guided by the White
House. If you believe these questions are better addressed to them, please let me
know. Thanks very much for your prompt attention to these concerns. I am available to
hop on the phone at any point if a call would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Sent: Wednesday, January 26, 2022 1:41 PM
To: Cheema, Subhan  <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
Hello. Any word on this?  Appreciate that you and the team are incredibly busy.
 
Jeff
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
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This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
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live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

 
I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Jeff
 
USPS Privacy Statement on Website

 
 
Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC <
Adams, Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R -
Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <
Adams, Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R -
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Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <
Adams, Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R -
Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <
Adams, Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R -
Washington, DC <
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Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

  
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Castorina, Janine - Washington, DC <
Barksdale, Gary R <  Pastre, Peter R -
Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN
 
Janine, please give me your thoughts on these items.  At first blush, the
edits look okay to me, although the one that gives me some pause is to
specifically say that 

 
 
From: Adams, Jeffery A - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:37 PM
To: Marshall, Thomas J - Washington, DC <
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Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz)
and a social worker who works on immigration issues (
sent questions through our USPS Privacy Office (see below) regarding
concerns about how personal information inputted into our Covid Test Kit
website could potentially be used/shared for law enforcement and
Immigration and Customs Enforcement (ICE) purposes.  Please note the
attached response we plan to send to them.  Giving you a heads up as this
privacy item could potentially expand in the media given the requestors
concerns.     
 
Jeff
 
 
-------------------------------------------------------------------------------------------------
----
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that
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order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

 
2. Many people in rural areas receive mail at business Post Office

Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it
can deliver tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans
are not unfairly excluded from this testing program?

 
I understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From:
To: Castorina, Janine - Washington, DC
Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 7:47:28 AM

Agreed.   

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
(O)    

USPS Government Relations Website usps.com/gr 

 

 

On Jan 27, 2022, at 7:46 AM, Castorina, Janine - Washington, DC
<  wrote:

Right, 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Pastre, Peter R - Washington, DC <  
Sent: Wednesday, January 26, 2022 10:31 PM
To: Marshall, Thomas J - Washington, DC <
Cc: Adams, Jeffery A - Washington, DC <  Castorina, Janine
- Washington, DC <  Barksdale, Gary R
<
Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN
 
Taking Louis off.   
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Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC
<  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC
<  
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Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC
<  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC
<
Cc: Castorina, Janine - Washington, DC
<  Barksdale, Gary R
<  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
Janine, please give me your thoughts on these items.  At first
blush, the edits look okay to me, although the one that gives
me some pause is to specifically say that 
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for clarity to the privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to
the address you provided, and to provide company and product
fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and
411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We
do not disclose your information to third parties without your consent,
except to act on your behalf or request, or as legally required. This
includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes involving crimes or fraud against the Postal
Service, to labor organizations as required by applicable law; incident
to legal proceedings involving the Postal Service; to government
agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes;
and to other federal executive agencies pursuant to 39 U.S.C § 411.
U.S. Immigration and Customs Enforcement (ICE) and U.S. Customs
and Border Protection will not receive any personal information
obtained in connection with this program to conduct enforcement
operations. For more information regarding our privacy policies
visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan 
<
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison
Moskowitz) and a social worker who works on immigration
issues (  sent questions through our USPS
Privacy Office (see below) regarding concerns about how
personal information inputted into our Covid Test Kit
website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan
to send to them.  Giving you a heads up as this privacy item
could potentially expand in the media given the requestors
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concerns.     
 
Jeff
 
 
--------------------------------------------------------------------------------
---------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Dear USPS employee,
 
I am a  There is
concern about ordering the free Covid tests. Will this
information (name and address) be shared with any
government agency which will try to find and deport
immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads
that information is private except as legally required. Are
any of the government agencies or law enforcement
purposes have the goal of identifying immigrants for
deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT
apply for the Covid tests. Here is the statement of
concern:
This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a
business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies
pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off
on requesting tests out of fear.
 
Thank you,
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From: Moskowitz, Madison (Wyden)
<  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC
<
Cc: Wu, Kevin (Wyden) <
Sridharan, Lavanya (Wyden)
<  Katzman, Jenni
(Wyden) <
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test
distribution effort. My boss appreciates USPS’ speed in
deploying this effort, but he is deeply concerned about these
matters so we would appreciate a timely response. Though
I’m sure you’re slammed right now, we very much
appreciate the attention.
 

1. The “fine print” on the test-ordering site says that
information gathered by ordering tests, obviously
including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’
FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be
sharing test-ordering data with law enforcement
and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and
may weigh in with the impacts of collecting that data
on public health measures such as test distribution
and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business

Post Office Boxes or contract POBs, as they live
outside of address delivery range. Unfortunately,
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USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or
business POBs. Further it’s unclear if contract POBs
can receive tests. Such a policy quite successfully
excludes a wide swath of Americans from this test
delivery effort—and these are Americans already
likely to live farther from public testing sites that USPS
points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO
Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural
Americans are not unfairly excluded from this
testing program?

 
I understand that many of the contours of this program were
guided by the White House. If you believe these questions
are better addressed to them, please let me know. Thanks
very much for your prompt attention to these concerns. I am
available to hop on the phone at any point if a call would be
easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron
Wyden

she/her/hers |  cell |  desk
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<  wrote:

With regard to the Privacy Act notice, 

  

Sent from my iPhone

On Jan 26, 2022, at 8:38 PM, Adams, Jeffery A - Washington,
DC <  wrote:

Louis,
I shared with WH Comms our draft response 

  A string of email
correspondence regarding this issue is pasted below.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website
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Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC
<  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am
good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC
<  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC
<  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
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Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC
<  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
I am fine with 

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC
<  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC
<  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre,
Peter R - Washington, DC <
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Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC
<  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC
<
Cc: Castorina, Janine - Washington, DC
<  Barksdale, Gary R
<  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
 
Janine, please give me your thoughts on these items.  At first
blush, the edits look okay to me, although the one that gives
me some pause is to specifically say that 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (5)

(b) (5)

(b) (5)

USPS_372



USPS_373



may not be able to fulfill your request for a COVID-19 Testing Kit. We
do not disclose your information to third parties without your consent,
except to act on your behalf or request, or as legally required. This
includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes involving crimes or fraud against the Postal
Service, to labor organizations as required by applicable law; incident
to legal proceedings involving the Postal Service; to government
agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes;
and to other federal executive agencies pursuant to 39 U.S.C § 411.
U.S. Immigration and Customs Enforcement (ICE) and U.S. Customs
and Border Protection will not receive any personal information
obtained in connection with this program to conduct enforcement
operations. For more information regarding our privacy policies
visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 
From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan 
<
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison
Moskowitz) and a social worker who works on immigration
issues (  sent questions through our USPS
Privacy Office (see below) regarding concerns about how
personal information inputted into our Covid Test Kit
website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan
to send to them.  Giving you a heads up as this privacy item
could potentially expand in the media given the requestors
concerns.     
 
Jeff
 
 
--------------------------------------------------------------------------------
---------------------
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From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Dear USPS employee,
 
I am a  There is
concern about ordering the free Covid tests. Will this
information (name and address) be shared with any
government agency which will try to find and deport
immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads
that information is private except as legally required. Are
any of the government agencies or law enforcement
purposes have the goal of identifying immigrants for
deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT
apply for the Covid tests. Here is the statement of
concern:
This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a
business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies
pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off
on requesting tests out of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden)
<  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC
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<
Cc: Wu, Kevin (Wyden) <
Sridharan, Lavanya (Wyden)
<  Katzman, Jenni
(Wyden) <
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test
distribution effort. My boss appreciates USPS’ speed in
deploying this effort, but he is deeply concerned about these
matters so we would appreciate a timely response. Though
I’m sure you’re slammed right now, we very much
appreciate the attention.
 

1. The “fine print” on the test-ordering site says that
information gathered by ordering tests, obviously
including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’
FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be
sharing test-ordering data with law enforcement
and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and
may weigh in with the impacts of collecting that data
on public health measures such as test distribution
and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business

Post Office Boxes or contract POBs, as they live
outside of address delivery range. Unfortunately,
USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or
business POBs. Further it’s unclear if contract POBs
can receive tests. Such a policy quite successfully
excludes a wide swath of Americans from this test
delivery effort—and these are Americans already
likely to live farther from public testing sites that USPS
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points folks to when they are unable to receive tests.
a. Why is USPS unable to deliver to business PO

Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural
Americans are not unfairly excluded from this
testing program?

 
I understand that many of the contours of this program were
guided by the White House. If you believe these questions
are better addressed to them, please let me know. Thanks
very much for your prompt attention to these concerns. I am
available to hop on the phone at any point if a call would be
easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron
Wyden

she/her/hers |  cell |  desk
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Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A
- Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with  

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams,
Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
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below).  Look forward to your thoughts.
 
Jeff
 

From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the
response to Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other
similar concerns, can your side live with the following edits in red for clarity to the
privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to
provide company and product fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information
is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing
Kit. We do not disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited circumstances: to a
congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to
legal proceedings involving the Postal Service; to government agencies in connection with
decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal
executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE)
and U.S. Customs and Border Protection will not receive any personal information obtained in
connection with this program to conduct enforcement operations. For more information regarding
our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social
worker who works on immigration issues (  sent questions through our
USPS Privacy Office (see below) regarding concerns about how personal information
inputted into our Covid Test Kit website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement (ICE) purposes.  Please note
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the attached response we plan to send to them.  Giving you a heads up as this privacy
item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering
the free Covid tests. Will this information (name and address) be shared with any
government agency which will try to find and deport immigrants who don't have
legal status? 
 
The privacy statement on the application for tests reads that information is private
except as legally required. Are any of the government agencies or law
enforcement purposes have the goal of identifying immigrants for deportation?
This is a huge concern that may result in immigrants who already are vulnerable
to Covid to NOT apply for the Covid tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to
agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor;
for law enforcement purposes, to labor organizations as required by applicable law; incident to legal
proceedings involving the Postal Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out
of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
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<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss
appreciates USPS’ speed in deploying this effort, but he is deeply concerned about
these matters so we would appreciate a timely response. Though I’m sure you’re
slammed right now, we very much appreciate the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by
ordering tests, obviously including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’ FAQ page regarding this
effort, USPS states “Your information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the
impacts of collecting that data on public health measures such as test
distribution and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract

POBs, as they live outside of address delivery range. Unfortunately, USPS is not
sending tests to Commercial Mail Receiving Agency, General Delivery addresses,
or business POBs. Further it’s unclear if contract POBs can receive tests. Such a
policy quite successfully excludes a wide swath of Americans from this test
delivery effort—and these are Americans already likely to live farther from public
testing sites that USPS points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver
tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly
excluded from this testing program?

 
I understand that many of the contours of this program were guided by the White
House. If you believe these questions are better addressed to them, please let me
know. Thanks very much for your prompt attention to these concerns. I am available to
hop on the phone at any point if a call would be easier for you.
 
Best,
Madison
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Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 

From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A
- Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with  

 
 
-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 

From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams,
Jeffery A - Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 
 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (5)

(b) (5)

(b) (5)

USPS_386



USPS_387



From: Cheema, Subhan  
Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC' <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
OK, back to you here with two things – 1) can your team live with our edits to the
response to Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other
similar concerns, can your side live with the following edits in red for clarity to the
privacy notice on the ordering website:
 
Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to
provide company and product fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information
is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing
Kit. We do not disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited circumstances: to a
congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to
legal proceedings involving the Postal Service; to government agencies in connection with
decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal
executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE)
and U.S. Customs and Border Protection will not receive any personal information obtained in
connection with this program to conduct enforcement operations. For more information regarding
our privacy policies visit www.usps.com/privacypolicy.
 
Call if easier to discuss.
 
Thanks,
Subhan
 
 

From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social
worker who works on immigration issues (  sent questions through our
USPS Privacy Office (see below) regarding concerns about how personal information
inputted into our Covid Test Kit website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement (ICE) purposes.  Please note
the attached response we plan to send to them.  Giving you a heads up as this privacy
item could potentially expand in the media given the requestors concerns.     
 
Jeff
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-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering
the free Covid tests. Will this information (name and address) be shared with any
government agency which will try to find and deport immigrants who don't have
legal status? 
 
The privacy statement on the application for tests reads that information is private
except as legally required. Are any of the government agencies or law
enforcement purposes have the goal of identifying immigrants for deportation?
This is a huge concern that may result in immigrants who already are vulnerable
to Covid to NOT apply for the Covid tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to
agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor;
for law enforcement purposes, to labor organizations as required by applicable law; incident to legal
proceedings involving the Postal Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out
of fear.
 
Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss
appreciates USPS’ speed in deploying this effort, but he is deeply concerned about
these matters so we would appreciate a timely response. Though I’m sure you’re
slammed right now, we very much appreciate the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by
ordering tests, obviously including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’ FAQ page regarding this
effort, USPS states “Your information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the
impacts of collecting that data on public health measures such as test
distribution and combatting the pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract

POBs, as they live outside of address delivery range. Unfortunately, USPS is not
sending tests to Commercial Mail Receiving Agency, General Delivery addresses,
or business POBs. Further it’s unclear if contract POBs can receive tests. Such a
policy quite successfully excludes a wide swath of Americans from this test
delivery effort—and these are Americans already likely to live farther from public
testing sites that USPS points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver
tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly
excluded from this testing program?

 
I understand that many of the contours of this program were guided by the White
House. If you believe these questions are better addressed to them, please let me
know. Thanks very much for your prompt attention to these concerns. I am available to
hop on the phone at any point if a call would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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From: Adams, Jeffery A - Washington, DC
To: Pastre, Peter R - Washington, DC
Subject: A few items...
Date: Thursday, January 27, 2022 12:37:04 PM
Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Subhan,
Good afternoon.  Attached, please find the response we plan to provide to Sen. Wyden’s office
regarding privacy concerns.  As you will see, we reviewed your proposed edits, accepted many of
them…but also stuck to the facts of what we provided earlier.  Also…directly below, please see the
language regarding the privacy statement on the USPS website. We reviewed your proposed edits,
accepted some…but also stuck to the facts of what we provided earlier.   Finally, pasted below the
privacy statement …please find responses to the first question you needed answers for.  We are
working responses to the other questions.  If you have a moment….would like to discuss.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website

 
 
 
First question: Is there a way to quantify the number of people that get mail through the USPS on
a regular basis.
 

150 million residential addresses or residential PO Boxes are serviced by the U.S. Postal
Service.  

 
Everyone is entitled to one free form of delivery.  Even homeless can use General Delivery, so
everyone can have an address that the USPS will deliver mail.

 
There are 41,683 ZIP Codes to represent delivery to the entire United States, territories (PR
and Freely Associated States), military, and diplomatic stations around the world.

(b) (5)

USPS_391



 
USPS delivers mail to 163.1 million delivery points. 

 
 

USPS_392



Question: Can USPS confirm it will not be sharing test-ordering data with law 
enforcement and/or ICE? 
 
Answer:  
 
First, the order form was specifically designed to limit the amount of personal 
information collected so as to not deter anyone from ordering. And the sole purpose for 
which the personal information is being gathered is to provide individuals with test kits. 
 
Second, the U.S. Postal Service will not be providing any personal information obtained 
in connection with this program to law enforcement or any other governmental agency 
except under very limited circumstances involving crimes or fraud against the Postal 
Service, or as required by law. 
 
Third, the Postal Service would like to assure you that the protection of personal 
information is one of our most important priorities. In addition to the Postal Service’s 
general commitment to the American people and to safeguarding the privacy of personal 
information, the Postal Service is required by law to comply with the Privacy Act of 
1974, 5 U.S.C. § 552a.   
 
The Privacy Act requires the Postal Service, before collection of personal information, to 
provide an individual with the purpose for which the gathered information will be used.  
It also requires the Postal Service to inform individuals of the limited circumstances in 
which their information may be disclosed outside of the Postal Service (referred to as a 
“routine use” under the Privacy Act). 
 
To emphasize, while our general “routine uses” include the possibility that we may need 
to disclose the information, such information would only be “disclosed to appropriate law 
enforcement agencies to investigate, prevent, or take action regarding suspected illegal 
activities against the Postal Service; and such customer records may only otherwise be 
disclosed to law enforcement agencies as required by law.”  
 
We hope this helps answer your question.  
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From: Adams, Jeffery A - Washington, DC
To: Cheema, Subhan 
Subject: RE: [EXTERNAL] RE: A few items...
Date: Thursday, January 27, 2022 2:47:00 PM

Thanks Subhan,
Here is the link to our site.
 
At-Home COVID-19 Tests (usps.com)
 
 

From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
 

From: Adams, Jeffery A - Washington, DC <  
Sent: Thursday, January 27, 2022 12:41 PM
To: Cheema, Subhan  <
Cc: Pastre, Peter R - Washington, DC <
Subject: A few items...
 
Subhan,
Good afternoon.  Attached, please find the response we plan to provide to Sen. Wyden’s office
regarding privacy concerns.  As you will see, we reviewed your proposed edits, accepted many of
them…and also stuck to the facts of what we provided earlier.  Also…directly below, please see the
language regarding the privacy statement on the USPS website. We reviewed your proposed edits,
accepted some…and also stuck to the facts of what we provided earlier.   Finally, pasted below the
privacy statement …please find responses to the first question you needed answers for.  We are
working responses to the other questions.  If you have a moment….would like to discuss.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website
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First question: Is there a way to quantify the number of people that get mail through the USPS on
a regular basis.
 

150 million residential addresses or residential PO Boxes are serviced by the U.S. Postal
Service.  

 
Everyone is entitled to one free form of delivery.  Even homeless can use General Delivery, so
everyone can have an address that the USPS will deliver mail.

 
There are 41,683 ZIP Codes to represent delivery to the entire United States, territories (PR
and Freely Associated States), military, and diplomatic stations around the world.

 
USPS delivers mail to 163.1 million delivery points. 

 
 

(b) (5)
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From: Adams, Jeffery A - Washington, DC
To: DeJoy, Louis - Washington, DC; Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC;

Castorina, Janine - Washington, DC; Barksdale, Gary R; Clarke, Heather A - Washington, DC; Karpenko,
Christopher J - Washington, DC

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 2:57:28 PM
Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

All,
Please see positive email below from WH Comms regarding our 

 
Thanks to all for your assistance on this item.
Jeff
 
 
 
USPS Privacy Statement on Website

 
 
Jeff
 
From: Cheema, Subhan  <  
Sent: Thursday, January 27, 2022 2:40 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Pastre, Peter R - Washington, DC <
Subject: [EXTERNAL] RE: A few items...
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff – Looks great to us – of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!
 
Subhan
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From: Adams, Jeffery A - Washington, DC 
Sent: Wednesday, January 26, 2022 8:38 PM
To: DeJoy, Louis - Washington, DC <
Cc: Marshall, Thomas J - Washington, DC <  Pastre, Peter R -
Washington, DC <  Castorina, Janine - Washington, DC
<  Barksdale, Gary R <  Clarke, Heather A -
Washington, DC <
Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN
 
Louis,
I shared with WH Comms our draft response 

  A string of email correspondence regarding this issue is pasted below.
 
Thanks,
 
Jeff
 
USPS Privacy Statement on Website

 
 
Email Correspondence on Privacy Item
 
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 6:23 PM
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To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I have a few minor edits on the attached, but otherwise I am good. 
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Re-edited with comments.
 
Thoughts?
 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
I am fine with 
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-Tom
 
Thomas J. Marshall 
General Counsel and Executive Vice President 
United States Postal Service
 
From: Castorina, Janine - Washington, DC <  
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC <  Adams, Jeffery A -
Washington, DC <
Cc: Barksdale, Gary R <  Pastre, Peter R - Washington, DC
<
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Just talked to Gary and he made an excellent point. 

 
Please correct me if I’ve misstated your concern.
 

 

 
 
Janine Castorina
Chief Privacy and Records Officer
United States Postal Service
475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
 
From: Marshall, Thomas J - Washington, DC <  
Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC <
Cc: Castorina, Janine - Washington, DC <  Barksdale, Gary R
<  Pastre, Peter R - Washington, DC <
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
 
Janine, please give me your thoughts on these items.  At first blush, the edits look okay to me,
although the one that gives me some pause is to specifically say that 
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From: Adams, Jeffery A - Washington, DC 
Sent: Tuesday, January 25, 2022 2:12 PM
To: Cheema, Subhan  <
Subject: TEST KIT WEB INFO - PRIVACY CONCERN
 
Subhan,
A heads-up….a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues (  sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes.  Please note the attached response we plan to send to them.  Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.     
 
Jeff
 
 
-----------------------------------------------------------------------------------------------------
From:  <  
Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Cc:  <
Subject: [EXTERNAL] Privacy concerns
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
 
I am a  There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status? 
 
The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
 
Please reply as soon as possible as people are holding off on requesting tests out of fear.
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Thank you,
 

 LCSW
 
 
From: Moskowitz, Madison (Wyden) <  
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC <
Cc: Wu, Kevin (Wyden) <  Sridharan, Lavanya (Wyden)
<  Katzman, Jenni (Wyden)
<
Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
 

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
 
I’m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.
 

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

 
2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as

they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?
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I understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. I am available to hop on the phone at any point if a call
would be easier for you.
 
Best,
Madison
 
Madison Moskowitz | Domestic Economic Policy Advisor | U.S. Senator Ron Wyden

she/her/hers |  cell |  desk
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Question: Can USPS confirm it will not be sharing test-ordering data with law 
enforcement and/or ICE? 
 
Answer:  
 
First, the order form was specifically designed to limit the amount of personal 
information collected so as to not deter anyone from ordering. And the sole purpose for 
which the personal information is being gathered is to provide individuals with test kits. 
 
Second, the U.S. Postal Service will not be providing any personal information obtained 
in connection with this program to law enforcement or any other governmental agency 
except under very limited circumstances involving crimes or fraud against the Postal 
Service, or as required by law. 
 
Third, the Postal Service would like to assure you that the protection of personal 
information is one of our most important priorities. In addition to the Postal Service’s 
general commitment to the American people and to safeguarding the privacy of personal 
information, the Postal Service is required by law to comply with the Privacy Act of 
1974, 5 U.S.C. § 552a.   
 
The Privacy Act requires the Postal Service, before collection of personal information, to 
provide an individual with the purpose for which the gathered information will be used.  
It also requires the Postal Service to inform individuals of the limited circumstances in 
which their information may be disclosed outside of the Postal Service (referred to as a 
“routine use” under the Privacy Act). 
 
To emphasize, while our general “routine uses” include the possibility that we may need 
to disclose the information, such information would only be “disclosed to appropriate law 
enforcement agencies to investigate, prevent, or take action regarding suspected illegal 
activities against the Postal Service; and such customer records may only otherwise be 
disclosed to law enforcement agencies as required by law.”  
 
We hope this helps answer your question.  
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