From: Castorina, Janine - Washington, DC

Subject: RE: Concerns about sharing with law enforcement

To: Adams, Jeffery A - Washington, DC; Simpson, Mary Ann - Washington, DC; Stevenson, Ruth B - Washington, DC
Cce: Pagano, Catherine V - Washington, DC

Sent: January 20, 2022 4:10 PM (UTC-05:00)

Attached: Response to Law Enforcement Concerns re Test Kitsv3.docx

Hi All,

Here is the version as approved by Tom.
Thoughts?

Janine

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

--—-Original Appointment-—--—

From: Castorina, Janine - Washington, DC

Sent: Thursday, January 20, 2022 10:06 AM

To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC; Simpson, Mary Ann - Washington, DC; Stevenson, Ruth B - Washington, DC
Cc: Pagano, Catherine V - Washington, DC

Subject: Concerns about sharing with law enforcement

When: Thursday, January 20, 2022 1:00 PM-2:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where:

| have attached sample inquiries we have received
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Privacy Act Statement: Your information will be used to enable access to the Zoom meeting and video web to enable par in USPS and related events d via Zoom ting and video web
by utilizing enhanced features and functionality that facilitate sharing and f Facilitation of information sharing, and crossfunctional participation may include voluntary polling to gather regy
the chat feature, along with sharing of your personal lmags via you' device camera, to enable virtual face-toface conversations, if you chose to do so. Collection is authorized by 39 U.S.C. 401, 403, and 404, as applicable. Supplyin
you will not be able to access the web conf in events or ings using all of the f and fi ilable through Zoom

For all users and participants, we do not disclose youlnlomutionbwrd parties without your consent, exuoptwadonyou'baha"orrequaa, or as legally requi This includes the folll g limited ci to a congres
when y to fulfill a busi function; to a U.S. Postal Service auditor; for law enf purp to labor i as required by applicable law; indtbntho proceedings involving the Postal Service, and to govern
For USPS employees and contractors, records may be disclosed to the Equal Empl Oppx ity C i (EEOC) when req din with the i i of a formal laint and to the Merit Systems Protec
For USPS customers, records may be disclosed to cies and entities for fi ial matters and for service For more infe tion on our privacy policies visit www.usps.com/privacypolicy.

Hi there,

Janine Castorina is inviting you to a scheduled ZoomGov meeting.

Note: you do NOT need a Zoom account to join the meeting.

The preferred choice is to Join with Computer Audio. If you use Zoom Call Me, please click the dropdown from the Call ME tab to select INT EXT for the best results.
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From: Simpson, Mary Ann - Washington, DC

Subject: FW: Concerns about sharing with law enforcement

To: Brown, Cory D - Washington, DC

Cc: Pagano, Catherine V - Washington, DC

Sent: January 20, 2022 4:13 PM (UTC-05:00)

Attached: Response to Law Enforcement Concerns re Test Kitsv3.docx
Cory,

FYIl. Peter needs to approve it and then it has to go to Louis.

From: Castorina, Janine - Washington, DC <Janine.Castorina@usps.gov>

Sent: Thursday, January 20, 2022 4:10 PM

To: Adams, Jeffery A - Washington, DC <Jeffery.A.Adams@usps.gov>; Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>; Stevenson, Ruth B - Washington, DC
<Ruth.B.Stevenson@usps.gov>

Cc: Pagano, Catherine V - Washington, DC <catherine.v.pagano@usps.gov>

Subject: RE: Concerns about sharing with law enforcement

Hi All,
Here is the version as approved by Tom.

Thoughts?

Janine

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Castorina, Janine - Washington, DC

Sent: Thursday, January 20, 2022 10:06 AM

To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC; Simpson, Mary Ann - Washington, DC; Stevenson, Ruth B - Washington, DC
Cc: Pagano, Catherine V - Washington, DC

Subject: Concerns about sharing with law enforcement

When: Thursday, January 20, 2022 1:00 PM-2:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where:

| have attached sample inquiries we have received
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Pﬂ_vm:xAdShumm:Vwrlniumaﬁoanbctndbemhhmsbhloomnmdngandwd.omb e i lication, to enable parficipation in USPS and related events conducted via Zoom ting and video web
by utilizing enh that facilitate information sharing and crossfunctional participation. Facilitation of information sharing, and crossfunctional participation may include voluntary polling to gather res;
the chat feature, alongw%d\adngofyourpmmnal lmaga vlayoudoviea camera, to enable virtual face-to-face conversations, if you chose to do so. Collection is authorized by 39 U.S.C. 401, 403, and 404, as applicable. Supplyin
you will not be able to access the web conf participate in events or meetings using all of the f and functionality available through Zoom
Foralumrsandpamdpamwedonotdadooymtlnhnmﬂmbﬂrdparﬁaswﬂ\onﬂyourmm,ouenuroadonymrbahaﬂorramd,ornlogally quired. This includes the foll ',Ilmmd il to a congres
when y to fulfill a busi function; to a U.S. Postal Service auditor; for law enf to labor i quired by applicable law; incident to p: i ng the Postal Service, and to govern
ForLBPSomployoenndowamnoommaybadadoodmemal' il Oppx ity Ci ission (EEOC) when req din tion with the i igation of a formal lair and to the Merit Systems Protec
For USPS customers, records may be ] jes and entities for fil ial matters and for sarvice For more infi tion on our privacy policies visit www.usps com/privacypolicy.

Hi there,

Janine Castorina is inviting you to a scheduled ZoomGov meeting.

Note: you do NOT need a Zoom account to join the meeting.

The preferred choice is to Join with Computer Audio. If you use Zoom Call Me, please click the dropdown from the Call ME tab to select INT EXT for the best results.
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From: Simpson, Mary Ann - Washington, DC

To: Pastre, Peter R - Washington, DC

Subject: FW: Concerns about sharing with law enforcement

Date: Thursday, January 20, 2022 4:38:38 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx
Peter,

Here’s the response from the law dept. re: the privacy statement issue. While the response is
long, we think that Madison (Wyden’s staffer) will want this level of detail. Also, Madison had
cc’d her inquiry to two lawyers on Wyden'’s staff. Jeff has to look at the statement and I’'m not
sure who loops in Louis for approval?

From: Castorina, Janine - Washington, DC S IEGTCNN

Sent: Thursday, January 20, 2022 4:10 PM

To: Adams, Jeffery A - Washington, DC {{S) (S IEGE s oson. Mary Ann -

Washington, DC <maryann.simpson@usps.gov>; Stevenson, Ruth B - Washington, DC

Cc: Pagano, Catherine V - Washington, DC _

Subject: RE: Concerns about sharing with law enforcement

Hi All,
Here is the version as approved by Tom.

Thoughts?

Janine

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
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From:

To: Simpson, Mary Ann - Washington, DC

Subject: Re: Concerns about sharing with law enforcement

Date: Thursday, January 20, 2022 6:50:07 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

The simple answer is “yes” it might be shared it seems.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
o [DIOHN © DIOHEN

On Jan 20, 2022, at 4:38 PM, Simpson, Mary Ann - Washington, DC
<maryann.simpson@usps.gov> wrote:

Peter,

Here’s the response from the law dept. re: the privacy statement issue. While the
response is long, we think that Madison (Wyden’s staffer) will want this level of
detail. Also, Madison had cc’d her inquiry to two lawyers on Wyden'’s staff. Jeff
has to look at the statement and I’'m not sure who loops in Louis for approval?

From: Castorina, Janine - Washington, DC _

Sent: Thursday, January 20, 2022 4:10 PM

To: Adams, Jeffery A - Washington, DC _ Simpson, Mary

Ann - Washington, DC <maryann.simpson@usps.gov>; Stevenson, Ruth B - Washington,

oc D
Cc: Pagano, Catherine V - Washington, DC (S} GGG

Subject: RE: Concerns about sharing with law enforcement

Hi All,
Here is the version as approved by Tom.

Thoughts?

Janine

Janine Castorina
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Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
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From: Simpson, Mary Ann - Washington, DC

To: Pastre, Peter R - Washington, DC
Subject: RE: Concerns about sharing with law enforcement
Date: Friday, January 21, 2022 9:27:56 AM

Yes, as far as | know. Jeff said he’s concerned that once we answer Wyden'’s staff question, it could
be shared with the media and cause more questioning.

From: Pastre, Peter R - Washington, DC _

Sent: Friday, January 21, 2022 9:19 AM
To: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Subject: Re: Concerns about sharing with law enforcement

| think Jeff has to look at it because he’s clearing things with the WH Comms people. Is the Wyden

office the only reason the question is being answered?

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L'Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500

OnJan 21, 2022, at 9:13 AM, Simpson, Mary Ann - Washington, DC
<maryann.simpson@usps.gov> wrote:

Agreed. We could just use the last paragraph. Who will show it to Louis? Jeff or you?

From: Pastre, Peter R - Washington, DC {{S}SIEGTNGGN

Sent: Thursday, January 20, 2022 6:50 PM
To: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Subject: Re: Concerns about sharing with law enforcement

The simple answer is “yes” it might be shared it seems.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
@H© Kl ©
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OnJan 20, 2022, at 4:38 PM, Simpson, Mary Ann - Washington, DC
<maryann.simpson@usps.gov> wrote:

Peter,

Here’s the response from the law dept. re: the privacy statement
issue. While the response is long, we think that Madison (Wyden’s
staffer) will want this level of detail. Also, Madison had cc’d her
inquiry to two lawyers on Wyden’s staff. Jeff has to look at the
statement and I’'m not sure who loops in Louis for approval?

From: Castorina, Janine - Washington, DC _

Sent: Thursday, January 20, 2022 4:10 PM

To: Adams, Jeffery A - Washington, DC _

Simpson, Mary Ann - Washington, DC <maryann.simpson(@usps.gov>;

Stevenson, Ruth B - Washington, DC _

Cc: Pagano, Catherine V - Washington, DC

Subject: RE: Concerns about sharing with law enforcement

Hi All,
Here is the version as approved by Tom.

Thoughts?

Janine

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

USPS 211



From: PRIVACY OFFICE

To: Castorina, Janine - Washington, DC
Subject: RE: [EXTERNAL] Privacy concerns
Date: Friday, January 21, 2022 4:05:16 PM

Ok thanks. | let them know that we are still working on this and will respond when we are able.

From: Castorina, Janine - Washington, DC _

Sent: Friday, January 21, 2022 4:04 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns

I’'m told Louis hasn’t approved it yet. We are waiting for that.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: PRIVACY OFFICE <Privacy@usps.gov>
Sent: Friday, January 21, 2022 3:55 PM

To: Castorina, Janine - Washington, DC _

Subject: RE: [EXTERNAL] Privacy concerns

Thanks, w.

From: Castorina, Janine - Washington, DC _

Sent: Friday, January 21, 2022 3:52 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns

Nope. I'll ping them

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
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From: PRIVACY OFFICE <Privacy@usps.gov>
Sent: Friday, January 21, 2022 3:51 PM

To: Castorina, Janine - Washington, DC _

Subject: RE: [EXTERNAL] Privacy concerns

Hi, any word from Jeff please? thx, w.

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 19, 2022 1:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns

Not yet. | sent this to Jeff Adams. I’'m waiting for him.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: PRIVACY OFFICE <Privacy@usps.gov>
Sent: Wednesday, January 19, 2022 1:13 PM

To: Castorina, Janine - Washington, DC _

Subject: RE: [EXTERNAL] Privacy concerns

Ok. Do you have a contact for CC?

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 19, 2022 12:50 PM
To: PRIVACY OFFICE <Privacy@usps.gov>
Subject: RE: [EXTERNAL] Privacy concerns

Right, but let’s refrain from responding. | think Corporate Comms needs to weigh in.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260
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202.268.2049 fax

From: PRIVACY OFFICE <Privacy@usps.gov>
Sent: Wednesday, January 19, 2022 12:45 PM

To: Castorina, Janine - Washington, DC _

Subject: FW: [EXTERNAL] Privacy concerns

rrom: TN AN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c: (DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

[ am a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

() (0 I
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From: Simpson, Mary Ann - Washington, DC

To: Brown, Cory D - Washington, DC
Subject: RE: Online

Date: Monday, January 24, 2022 9:09:38 AM
Hi Cory,

No word on the privacy statement for Madison. | will ask Peter this morning. | asked Jason
McMahill if he would be in the meeting with us with Boebert, no reply. | will call him today
because we don’t know the answers re: service issues she’s going to bring up.

MA

From: Brown, Cory D - Washington, DC _

Sent: Monday, January 24, 2022 9:00 AM

To: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Subject: Online

Mary Ann,

I’'m online and I’'m working on issues as they come in.

Did we get approval for the Wyden response? No response yet from Madison, but | assume it is only
a matter of time.

In addition, any word from CO/WY DM? | saw Boebert’s staff emailed you. Sorry about that.
Regards,
Cory D. Brown

United States Postal Service
Government Relations Representative

phone: NN
cel: N
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From: Simpson, Mary Ann - Washington, DC

To: Pastre, Peter R - Washington, DC
Subject: two things

Date: Monday, January 24, 2022 9:45:40 AM
Hi Peter,

Any news on the privacy statement issue for Madison in Wyden’s office? |
think you or Jeff were running it by Louis? Also, can | tell my approps staff that
we were reimbursed for test kit delivery yet? | can say that we’ve been fully
reimbursed and if I'm asked who gave us the money, I'll tell them that they
need to check with the WH? thanks.

MA
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From: Pastre, Peter R - Washington, DC

To: Adams, Jeffery A - Washington, DC

Subject: Privacy statement ok"d?

Date: Monday, January 24, 2022 1:14:00 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx
Jeff:

Did this privacy statement get ok’d by Louis (and the WH?) to share with Senator
Wyden’s office? | understand you were on the call where it was discussed with our
Law Department.

Thank you

Peter
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From: Pastre, Peter R - Washington, DC

To: Adams, Jeffery A - Washington, DC
Subject: RE: Privacy statement ok"d?
Date: Monday, January 24, 2022 2:13:00 PM

It’s fine by me —but | think a little detailed and forthcoming.
But Louis has anointed you the WH whisperer on this project.

Peter

From: Adams, Jeffery A - Washington, DC _

Sent: Monday, January 24, 2022 1:55 PM

To: Pastre, Peter R - Washington, DC _

Subject: RE: Privacy statement ok'd?

This is the last | saw on this item?

From: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Sent: Thursday, January 20, 2022 4:45 PM

To: Castorina, Janine - Washington, DC _ Adames, Jeffery A -
Washington, DC <SS Stc onson, Ruth B - Washington, DC

Cc: Pagano, Catherine V - Washington, DC {E} S IEGTGTGTGNGNGG

Subject: RE: Concerns about sharing with law enforcement

Thanks Janine. I've forwarded it to Peter for his review.
Mary Ann

From: Pastre, Peter R - Washington, DC _

Sent: Monday, January 24, 2022 1:15 PM

To: Adams, Jeffery A - Washington, DC _

Subject: Privacy statement ok'd?

Jeff:
Did this privacy statement get ok’d by Louis (and the WH?) to share with Senator
Wyden's office? | understand you were on the call where it was discussed with our

Law Department.

Thank you
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Peter
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From: Adams, Jeffery A - Washington, DC

To: Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC; Castorina, Janine - Washington, DC;
Barksdale, Gary R

Subject: REVIEW NEEDED - Concerns about sharing with law enforcement

Date: Monday, January 24, 2022 2:50:20 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

Importance: High

All.

I'd like to share this with Louis. Any concerns?

—

eff

o
=

From: R A

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

e NI D

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
I am a social worker working with immigrants. There i1s concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which

will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
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legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

()10 e
From: Moskowtz, Madison (Wycer) { DN

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

cc: Wu, Kevin (Wyden) {SNKE GG <:ich2ran, Lavanya (Wyden)
DN N -, Jonni (Wyder)

e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
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they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for

your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowTz | Domestic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
scfves/ver | < | DN -
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From: Adams, Jeffery A - Washington, DC
To:

Subject: FW: REVIEW NEEDED - Concerns about sharing with law enforcement
Date: Monday, January 24, 2022 3:24:00 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx
Importance: High

FYI....any thoughts?

From: Adams, Jeffery A - Washington, DC
Sent: Monday, January 24, 2022 2:50 PM

To: Marshall, Thomas J - Washington, DC _ Pastre, Peter R -
Washington, DC _ Castorina, Janine - Washington, DC
N -2 o=r -

Subject: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

>

Il.
I'd like to share this with Louis. Any concerns?

—

eff

rror: NI NI

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc I

Subject: [EXTERNAL] Privacy concerns
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

I am a social worker working with immigrants. There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

DN s
From: Moskoit, Macison (wycen) { N

Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC

Ce: Wu, Kevin (Wyden) {SEEHEEGEGEEEE s icharan. Lavanya (Wyden)
DT - - (e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate

the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
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obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.
a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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From: Marshall, Thomas J - Washington, DC

To: Castorina, Janine - Washington, DC; Pastre, Peter R - Washington, DC
Cc: Barksdale, Gary R; Adams, Jeffery A - Washington, DC

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
Date: Monday, January 24, 2022 4:27:42 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

tend 1o agree with Janine, [N
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Sent: Monday, January 24, 2022 3:26 PM

To: Pastre, Peter R - Washington, DC _
Cc: Barksdale, Gary R <{{S) )G 2025, Jeffery A - Washington, DC
DR > Thomos ) - Vioshington, o IS

Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement

7

Sent from my iPhone

OnJan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC

DN o

Thanks Chief. | like that edit as it narrows it down conceptually.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L'Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
@5 6)

USPS Government Relations Website USPDS.COM/Zr
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On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R S 5EHIEG

wrote:

No real concerns. Just thinking out loud.

From: Adams, Jeffery A - Washington, DC S} EHIEGG

Sent: Monday, January 24, 2022 2:50 PM

Subject: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

All.
I'd like to share this with Louis. Any concerns?

Jeff
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rrom: NN N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,

I am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to

NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on
requesting tests out of fear.

Thank you,
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() (0 I

From: Moskowitz, Madison (Wyden)

e |

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC {{S}EIEGCGT

Cc: Wu, Kevin (Wyden) _ Sridharan,
Lavanya (Wyder) I 2"
Jenni (wyden) D

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution
effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

2. Many people in rural areas receive mail at business Post Office
Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
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are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it
can deliver tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans
are not unfairly excluded from this testing program?

| understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowTz | Domestic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
scfves/ver | < | DN -
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To: Marshall, Thomas J - Washington, DC

Cc: Castorina, Janine - Washington, DC; Barksdale, Gary R; Adams, Jeffery A - Washington, DC
Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement

Date: Monday, January 24, 2022 4:35:30 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

On Jan 24, 2022, at 4:27 PM, Marshall, Thomas J - Washington, DC
wrote:

end 0 ogree with Janine [N

-Tom

From: Castorina, Janine - Washington, DC _

Sent: Monday, January 24, 2022 3:26 PM
To: Pastre, Peter R - Washington, DC

Cc: Barksdale, Gary R _ Adams, Jeffery A - Washington, DC

Marshall, Thomas J - Washington, DC

Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement

Janine

Sent from my iPhone

OnJan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC

DN ot

Thanks Chief. | like that edit as it narrows it down conceptually.
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Peter R. Pastre | Vice President | Government Relations and Public Policy

USPS HQ | 475 L'Enfant Plaza SW, Room 10748 | Washington, DC
20260-3500

&5 6) |
USPS Government Relations Website USPS.COM/ZI

On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R
wrote:

No real concerns. Just thinking out loud.

(@)
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=
<

From: Adams, Jeffery A - Washington, DC

Sent: Monday, January 24, 2022 2:50 PM

To: Marshall, Thomas J - Washington, DC

’

Subject: REVIEW NEEDED - Concerns about sharing with law
enforcement
Importance: High
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Il.
I'd like to share this with Louis. Any concerns?

—

eff

From: NN N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c. N

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Dear USPS employee,
I am a social worker working with immigrants. There 1s

concern about ordering the free Covid tests. Will this
information (name and address) be shared with any
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government agency which will try to find and deport
immigrants who don't have legal status?

The privacy statement on the application for tests reads
that information is private except as legally required. Are
any of the government agencies or law enforcement
purposes have the goal of identifying immigrants for
deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT
apply for the Covid tests. Here is the statement of

concern:

This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a
business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies
pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off
on requesting tests out of fear.

Thank you,

DR csv

From: Moskowitz, Madison (Wyden)

Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC

Ce: Wu, Kevin (Wyden) DG TG
Sridharan, Lavanya (Wyden)
DN |, Jenn
(Wyden) DN

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test
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distribution effort. My boss appreciates USPS’ speed in
deploying this effort, but he is deeply concerned about these
matters so we would appreciate a timely response. Though
I’'m sure you’'re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that
information gathered by ordering tests, obviously
including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’
FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be
sharing test-ordering data with law enforcement
and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and
may weigh in with the impacts of collecting that data
on public health measures such as test distribution
and combatting the pandemic more broadly.

2. Many people in rural areas receive mail at business
Post Office Boxes or contract POBs, as they live
outside of address delivery range. Unfortunately,
USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or
business POBs. Further it’s unclear if contract POBs
can receive tests. Such a policy quite successfully
excludes a wide swath of Americans from this test
delivery effort—and these are Americans already
likely to live farther from public testing sites that USPS
points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO
Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural
Americans are not unfairly excluded from this
testing program?

| understand that many of the contours of this program were
guided by the White House. If you believe these questions
are better addressed to them, please let me know. Thanks
very much for your prompt attention to these concerns. | am
available to hop on the phone at any point if a call would be
easier for you.
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Best,
Madison

MabisoN MoskowTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron
WyDEN

s | NN | NN
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From: Brown, Cory D - Washington, DC

To: Simpson, Mary Ann - Washington, DC
Subject: RE: privacy statement-Wyden
Date: Tuesday, January 25, 2022 9:41:00 AM

Usps.com FAQ: https://about.usps.com/who/legal/privacy-policy/?

_gl=1*1cuu58k* ga*ZmFsc2U.* ga 3NXP3C8S9V*MTYOMzEYMTM2NCAzMjcuMC4xNjQzMTIxMzcxLjA.

Is my information secure? Your information will only be used to send you your free COVID-
19 test order. You will also receive order confirmation and
shipping information if you provided your email address. You
will not receive promotional emails or be prompted to sign up
for any other services or features.

View our Privaey Policy here: Privacy Policy - Who We Are -
About.usps.com

Covidtests.gov FAQ:

e Did not see anything on this website.

From: Simpson, Mary Ann - Washington, DC <maryann.simpson@usps.gov>
Sent: Tuesday, January 25, 2022 9:32 AM

To: Brown, Cory D - Washington, DC (S} G

Subject: privacy statement-Wyden

Cory,
| am going to push to try to get the privacy statement released today for Madison. Can you look at

the WH covid website and ours to see where the notice of the privacy statement comes up?
thanks.
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From: Adams, Jeffery A - Washington, DC

To: Marshall, Thomas J - Washington, DC; Castorina, Janine - Washington, DC; Pastre, Peter R - Washington, DC
Cc: Barksdale, Gary R

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement

Date: Tuesday, January 25, 2022 10:31:40 AM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

Importance: High

If all are OK with the attached updated language....I will forward the note below to Louis for
awareness...and then share with WH Commes.

—

eff

From: NN N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c. N

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

I am a social worker working with immigrants. There 1s concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as

legally required. Are any of the government agencies or law enforcement purposes have the
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goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

() () JIe
From: Moskowitz, Madison (wycer) { NN

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

ce: Wu, Kevin (Wyden) {SNEE GG <:ich2ran, Lavanya (Wyden)
DN 0, enni (Wyder)

g0®e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
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Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.
a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -

From: Marshall, Thomas J - Washington, DC _

Sent: Monday, January 24, 2022 4:27 PM

To: Castorina, Janine - Washington, DC _ Pastre, Peter R - Washington,
oc | DIG I
Cc: Barksdale, Gary R _ Adams, Jeffery A - Washington, DC
{OICI

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement

tend to agree with Janine, [N

-Tom

From: Castorina, Janine - Washington, DC _

Sent: Monday, January 24, 2022 3:26 PM

To: Pastre, Peter R - Washington, DC _
Cc: Barksdale, Gary R _ Adams, Jeffery A - Washington, DC
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DN <!, Thomas |- Washington, o NN

Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement

Janine

Sent from my iPhone

OnJan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC
wrote:

Thanks Chief. | like that edit as it narrows it down conceptually.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500

&5 6) |
USPS Government Relations Website USPS.COM/ZI
E

On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R (S} GG

wrote:

No real concerns. Just thinking out loud.

Gary
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From: Adams, Jeffery A - Washington, DC _

Sent: Monday, January 24, 2022 2:50 PM

Subject: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

All.
I'd like to share this with Louis. Any concerns?

Jeff

rrom: NI -

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc NI D

Subject: [EXTERNAL] Privacy concerns
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CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,

I 'am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to

NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on
requesting tests out of fear.

Thank you,

()0 e

From: Moskowitz, Madison (Wyden)

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

cc: Wu, Kevin (Wyden) SN GG s o220
Lavanya (Wyden) _ Katzman,
Jenni (wycier) <D

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some se PS’ test distribution
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effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

2. Many people in rural areas receive mail at business Post Office
Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it
can deliver tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans

are not unfairly excluded from this testing program?

| understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowTz | DomesTic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
sv/vco/vers | O = | O -
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From: Castorina, Janine - Washington, DC

To: Adams, Jeffery A - Washington, DC; Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC
Cc: Barksdale, Gary R

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement

Date: Tuesday, January 25, 2022 10:33:27 AM

This works for me.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Adams, Jeffery A - Washington, DC S} EHIEGTGGN

Sent: Tuesday, January 25, 2022 10:31 AM

ce:Barksdal, Gary N

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

If all are OK with the attached updated language....I will forward the note below to Louis for
awareness...and then share with WH Commes.

eff

—
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rrom: IO DN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

I am a social worker working with immigrants. There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

() (0

From: Moskowitz, Madison (Wyden) {SJ G
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC {{S}SIEGG

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
O pe—

e |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.
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Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I'm sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded

from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowrTz | Domestic Economic Poticy Apvisor | U.S. SENaTOR Ron WYDEN
scfves/vees | < | DN -

From: Marshall, Thomas J - Washington, DC _

Sent: Monday, January 24, 2022 4:27 PM

To: Castorina, Janine - Washington, DC _ Pastre, Peter R - Washington,
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g —
Cc: Barksdale, Gary R <{{S) GG 2025, Jeffery A - Washington, DC

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement

 tend to agree with Janine, [ N

From: Castorina, Janine - Washington, DC S IEGTTN

Sent: Monday, January 24, 2022 3:26 PM

To: Pastre, Peter R - Washington, DC S} IEGT

Cc: Barksdale, Gary R _ Adams, Jeffery A - Washington, DC
DI /2 shall, Thomas J - Washington, DC <{SIETEGEEE

Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement

Janine

Sent from my iPhone

On Jan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC

DN o

Thanks Chief. | like that edit as it narrows it down conceptually.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L'Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
@5 6)

USPS Government Relations Website USPDS.COM/Zr
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On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R S 5CH GG

wrote:

No real concerns. Just thinking out loud.

Gary

From: Adams, Jeffery A - Washington, DC _
Sent: Monday, January 24, 2022 2:50 PM

To: Marshall, Thomas J - Washington, DC _
Pastre, Peter R - Washington, DC _ Castorina,
Janine - Washington, DC _ Barksdale, Gary R
o 6 ]

Subject: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

All.
I'd like to share this with Louis. Any concerns?

Jeff
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Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,

I am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to
NOT apply for the Covid tests. Here is the statement of concern:
This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on
requesting tests out of fear.

Thank you,

DN csv
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From: Moskowitz, Madison (Wyden)

e |

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

ce: Wu, Kevin (Wyden) SN GGG s o220
Lavanya (wyden) < DN 2"
Jenni (wyden) DN

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution
effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

2. Many people in rural areas receive mail at business Post Office
Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it

USPS 257



can deliver tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans
are not unfairly excluded from this testing program?

| understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowTz | DomesTic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
scfves/ver | < | DN -
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From: Adams, Jeffery A - Washington, DC

To: DeJoy, Louis - Washington, DC

Cc: Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC; Castorina, Janine - Washington, DC;
Barksdale, Gary R; Clarke, Heather A - Washington, DC

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Tuesday, January 25, 2022 1:15:22 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx

Importance: High

Louis,

A staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who works on
immigration issues ({S) I scnt auestions through our USPS Privacy Office (see below to
Janine Castorina) regarding concerns about how personal information inputted into our Covid Test
Kit website could potentially be used/shared for law enforcement and Immigration and Customs

Enforcement (ICE) purposes. [N
— &
appreciate your thoughts/edits as we will need to get something back to the requesters....-

Jeff

rrom: N N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with de nts or contractors when necessary to fulfill
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a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

()0 e

From: Moskowitz, Madison (Wyden) _
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

ce: Wu, Kevin (Wyden) {SNEE GG <:ich2ran, Lavanya (Wyden)
DN I | 221, Jenn (Wyden)

g0e |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
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POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call

would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
SHE/HER/HERS |_ ceLL | DESK
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From: Adams, Jeffery A - Washington, DC

To: Cheema, Subhan

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Tuesday, January 25, 2022 2:12:00 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3.docx
Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S){SHI sct auestions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: NN N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: NG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,
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From: Moskowitz, Madison (Wyden) _
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

ce: Wu, Kevin (Wyden) {SNEE GG <:ich2ran, Lavanya (Wyden)
DN I | 221, Jenn (Wyden)

g0e |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
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your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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From: Pastre, Peter R - Washington, DC

To: Adams, Jeffery A - Washington, DC
Subject: Fwd: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Tuesday, January 25, 2022 2:16:31 PM

So do you have to run it by the WH? Or is it good to go.
I can also run it by the Leg Affairs shop but it seems like a Comms question.

Get Outlook for i0OS

From: DeJoy, Louis - Washington, DC _

Sent: Tuesday, January 25, 2022 2:03:33 PM

To: Adams, Jeffery A - Washington, DC _

Cc: Marshall, Thomas J - Washington, DC <{S) GGG r2stc Peter R -
Washington, DC _ Castorina, Janine - Washington, DC
DI - <scale, Gary R {SECEE C - << Heather A -
washington, 0C < N

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Looks good

From: Adams, Jeffery A - Washington, DC _

Sent: Tuesday, January 25, 2022 1:15 PM

To: Deloy, Louis - Washington, DC _

Cc: Marshall, Thomas J - Washington, DC <{S) GGG 25t e Peter R -
Washington, DC _ Castorina, Janine - Washington, DC
DI - <scale, Gary R {SECEEEE C - << Heather A -
washington, 0 < N

Subject: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Louis,

A staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who works on
immigration issues _ sent questions through our USPS Privacy Office (see below to
Janine Castorina) regarding concerns about how personal information inputted into our Covid Test
Kit website could potentially be used/shared for law enforcement and Immigration and Customs

Enforcement (1CE) purposes. [N
— K&
appreciate your thoughts/edits as we will need to get something back to the requesters...-

Jeff

USPS_267



rrom: NI N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

o DN

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There 1s concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here 1s the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

NG s

From: Moskowitz, Madison (Wyden) S §EIIEGEE
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

Ce: Wu, Kevin (Wyden) {SSEEIIEGEGEGEEEE S:icdharan, Lavanya (Wyden)
DN -2 <1 (Wy )

g ]

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
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clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN

s/ | A < | O -
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From: Adams, Jeffery A - Washington, DC

To: Barksdale, Gary R; Marshall, Thomas J - Washington, DC; Castorina, Janine - Washington, DC; Pastre, Peter R -
Washington, DC

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement

Date: Tuesday, January 25, 2022 2:31:39 PM

All,

.
_ As soon as | have it ...I'll forward around for your thoughts

and will also include Louis.

Thx.

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 1:07 PM

To: Barksdale, Gary R _ Marshall, Thomas J - Washington, DC
DN C:oin2, J2nine - Washington, D¢ D
Pastre, Peter R - Washington, DC _

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
OK...with no other comments...I'll send this to Louis w CC to this team.

Thx!!

From: Barksdale, Gary R _

Sent: Tuesday, January 25, 2022 10:37 AM

To: Adams, Jeffery A - Washington, DC {{S) (S IEEG /2rsha!! ThomasJ -
Washington, DC _ Castorina, Janine - Washington, DC
DN © e, Peter & - Washington, 0 N

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
| am ok with the updated language.

GB

From: Adams, Jeffery A - Washington, DC _

Sent: Tuesday, January 25, 2022 10:31 AM

To: Marshall, Thomas J - Washington, DC <{S) GG castorina, Janine -
Washington, DC _ Pastre, Peter R - Washington, DC

Ce: Barksdale, Gory < DN

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

If all are OK with the attached updated language....| will forward the note below to Louis for
awareness...and then share with WH Comms
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rrom: RN -

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc I D

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

I am a social worker working with immigrants. There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.
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Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

()0 e

From: Moskowitz, Madison (Wyden) _
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

ce: Wu, Kevin (Wyden) {SNEE GG < ich2ran, Lavanya (Wyden)
DN (0, o (Wyden)

g0®e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
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from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
s/ | R < | NI -

From: Marshall, Thomas J - Washington, DC _

Sent: Monday, January 24, 2022 4:27 PM

To: Castorina, Janine - Washington, DC _ Pastre, Peter R - Washington,
oc NI
Cc: Barksdale, Gary R _ Adames, Jeffery A - Washington, DC
{OIC

Subject: RE: REVIEW NEEDED - Concerns about sharing with law enforcement

tend 1o agree with Janine, [N

From: Castorina, Janine - Washington, DC _

Sent: Monday, January 24, 2022 3:26 PM

To: Pastre, Peter R - Washington, DC _

Cc: Barksdale, Gary R _ Adams, Jeffery A - Washington, DC
_ Marshall, Thomas J - Washington, DC _

Subject: Re: REVIEW NEEDED - Concerns about sharing with law enforcement

Janine
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Sent from my iPhone

On Jan 24, 2022, at 3:04 PM, Pastre, Peter R - Washington, DC

DI -

Thanks Chief. | like that edit as it narrows it down conceptually.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 ’Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500

©) O

USPS Government Relations Website USPS.COM/Zr

On Jan 24, 2022, at 3:03 PM, Barksdale, Gary R {{S}EH G

wrote:

No real concerns. Just thinking out loud.
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Sent: Monday, January 24, 2022 2:50 PM

To: Marshall, Thomas J - Washington, DC S} G
Pastre, Peter R - Washington, DC _ Castorina,
Janine - Washington, DC S} G G- <soale, Gary R
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Subject: REVIEW NEEDED - Concerns about sharing with law enforcement
Importance: High

All.
I'd like to share this with Louis. Any concerns?

G

eff

From: NN N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c. N

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,
I am a social worker working with immigrants. There is concern
about ordering the free Covid tests. Will this information (name and

address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status?

USPS 275



The privacy statement on the application for tests reads that
information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to

NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on
requesting tests out of fear.

Thank you,

(55— JISs

From: Moskowitz, Madison (Wyden)

e
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC {SSESHIEGNG_
Cc: Wu, Kevin (Wyden) _ Sridharan,
Lavanya (Wycder) { NI ' ",
senni (wyden) { N

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution
effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that information

gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
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USPS’ FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free COVID-19 test
order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

Many people in rural areas receive mail at business Post Office
Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.
a. Why is USPS unable to deliver to business PO Boxes when it
can deliver tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans
are not unfairly excluded from this testing program?

| understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,

Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/vees | < | DO -
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From: Cheema, Subhan

To: Adams, Jeffery A - Washington, DC
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 3:30:28 PM

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding, clicking
on links, or opening attachments.

All good!

From: Adams, Jeffery A - Washington, DC _

Sent: Wednesday, January 26, 2022 3:27 PM

Tos Cheems, subhen NN - NN

Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN

Sorry.....just saw this email....

From: Cheema, subhan [N AN

Sent: Wednesday, January 26, 2022 2:55 PM

To: Adams, Jeffery A - Washington, DC _

Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

And let’s discuss at the tail of the 3pm — easier without the rest of the crew.

From: Cheema, Subhan_

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' _

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden. 2) Perhaps more importantly, to pre-empt other similar concerns, can your side live with the
following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a busi 1cts and services to customers; for
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customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit >www i i

Call if easier to discuss.

Thanks,
Subhan

From: Cheema, Subhan [{SJEGIIEE

Sent: Wednesday, January 26, 2022 2:13 PM

To: 'Adams, Jeffery A - Washington, DC' {SSESHIEGNGNE

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Back to you shortly. Just one last thing here.

From: Adams, Jeffery A - Washington, DC _

Sent: Wednesday, January 26, 2022 1:41 PM

To: Cheema, subhan NN NN

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,
Hello. Any word on this? Appreciate that you and the team are incredibly busy.

Jeff

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhan NI N

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues _ sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

From: RN A
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Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

()0 e

From: Moskowitz, Madison (wycer) N

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _
ce: Wu, Kevin (Wyden) {SNEE GG < ich2ran, Lavanya (Wyden)
D -, o (15

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.
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I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/vees | A< | DO -
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From: Adams, Jeffery A - Washington, DC

To: Marshall, Thomas J - Washington, DC

Cc: Castorina, Janine - Washington, DC; Barksdale, Gary R; Pastre, Peter R - Washington, DC
Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Wednesday, January 26, 2022 3:37:16 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.docx

Importance: High

Tom,

PY_there were some concerns [
I 1ot 52d...hey aked s

to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan (S}

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' S NiEH GGG

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www.usps.com/privacypolicy.

Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
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Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhen NN - NN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues _ sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: DI D

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

ITama There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

() (0
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From: Moskowitz, Madison (Wyden) {SJEIIEGG
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC {{S}EIEGCGT

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
0 pe—

e |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I'm sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded

from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
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would be easier for you.

Best,
Madison

MabisoN MoskowTz | Domestic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
scfves/ver | < | DN -~
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Page withheld In full pursuant to FOIA Exemption 5
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From: Castorina, Janine - Washington, DC

To: Marshall, Thomas J - Washington, DC; Adams, Jeffery A - Washington, DC

Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 4:15:38 PM

Fm fine adaine N

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:13 PM

To: Castorina, Janine - Washington, DC _ Adams, Jeffery A -
washington, D¢ < DN
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

agree. Take 2 un -+ [

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 4:11 PM

To: Marshall, Thomas J - Washington, DC <{S) GGG 2. Jeffery A -
washingron, oc N

Cc: Barksdale, Gary R <{{S) G Pastre. Peter R - Washington, DC
sb)©®) ]

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
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Janine Castorina
Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _

Cc: Castorina, Janine - Washington, DC {{S)SHIEEG c-«sdale, Gary R
_ Pastre, Peter R - Washington, DC _

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that [{S}EHIEGTGTcTNTNGGEE

From: Adams, Jeffery A - Washington, DC S} G

Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC { S} GG

Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R

O <> Pote - Washington. oC |

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

_‘

om,
FYI....there were some concerns

That said....they asked us
to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.
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Jeff

From: Cheema, Subhan [{SJCIIIN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' {{S}S G

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information

regarding our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhan NN DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S) I scnt questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff
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rrom: TN AN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

[ am a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

DN csv

From: Moskowitz, Madison (Wyden) _
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

cc: Wu, Kevin (Wyden) {SNKE GG <:ich2ran Lavanya (Wyden)
DN - on, Jonni (yden)

e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.
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Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/vees | A< | DO -
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From: Marshall, Thomas J - Washington, DC

To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC

Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 4:33:37 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.docx

am fine wit

-Tom

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
washington, 0C {

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

g0 ©6

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point._

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _
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Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R

N -~ Pote - Washington, 0C |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that [ EHEGcGIEIGNG

From: Adams, Jeffery A - Washington, DC _
Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Castorina, Janine - Washington, DC {{S)SHIEEGE c-«sdale, Gary R
_ Pastre, Peter R - Washington, DC _

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom

PY..there were some concerns
That said....they asked us

to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan [E}5EIIEN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' S} IEGG

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
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involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information

regarding our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheems, Subhzn DI DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S){SHI sct auestions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: O N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: NG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,
Iam a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which

will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
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goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

() () JIe
From: Moskowitz, Madison (wycer) { NN

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

ce: Wu, Kevin (Wyden) {SNEE GG <:ich2ran, Lavanya (Wyden)
DN 0, enni (Wyder)

g0®e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
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Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.
a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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From: Castorina, Janine - Washington, DC

To: Marshall, Thomas J - Washington, DC; Adams, Jeffery A - Washington, DC

Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 5:49:48 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC _ Adams, Jeffery A -
washington, 0C

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
QIO

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine wit

-Tom

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC S IEGCNN

Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
washington, o < NN
Cc: Barksdale, Gary R <{{S) I P25t Peter R - Washington, DC
g0 ©6

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
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Just talked to Gary and he made an excellent point.

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _

Cc: Castorina, Janine - Washington, DC Barksdale, Gary R

NI <. Peter & Washington, 0C - NN

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that [{SSHIEGcTNNNE

From: Adams, Jeffery A - Washington, DC {E}EHIEGG
Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Castorina, Janine - Washington, DC {{S}SHIEG 5:rsdale, Gary R
_ Pastre, Peter R - Washington, DC _

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

—

om,
FYI....there were some concerns

That said....they asked us
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to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan_

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' _

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information

regarding our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhen NN - N

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues _ sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.
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Jeff

rrom: [N NN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc I D

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

ITama There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which

will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

()5 IS
From: Moskowtz, Madison (wycen) < E

Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN 21, <11 (Wycn)

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowrTz | Domestic Economic Poticy Apvisor | U.S. SENaTOR Ron WYDEN
scfves/ver | < | DO -
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From: Adams, Jeffery A - Washington, DC

To: Castorina, Janine - Washington, DC; Marshall, Thomas J - Washington, DC

Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 6:17:40 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

I'll defer to Tom and Gary on the edits provided in the attachment and the recommended edited

anguzge from Gary and Janine [N
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Sent: Wednesday, January 26, 2022 5:50 PM

’

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax
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From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC _ Adams, Jeffery A -
washington, OC < DN

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
QIO

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine wit [

-Tom

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
Washington, o < NI

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

g0 ©6) |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point._

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC (S} IEGNGNN
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Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _
Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
I <. Petc" § - Woshington, 0C |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that [ EHEGcGIEIGNG

From: Adams, Jeffery A - Washington, DC _
Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Castorina, Janine - Washington, DC {{S)SHIEEGE c-«sdale, Gary R
_ Pastre, Peter R - Washington, DC _

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

PY..there were some concern s [

I 2 520... 1y asked us

to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan [E}5EIIEN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' S} IEGG

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congr * to agencies and entities to facilitate or
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resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information

regarding our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhan NN DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S) I sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: TN AN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c: DN D

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

ITama There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?
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The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

R csv

From: Moskowitz, Madison (Wyden) {SJ§ G
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN 0, i (Wyder)

s® |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I'm sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.
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2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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From: Marshall, Thomas J - Washington, DC

To: Castorina, Janine - Washington, DC; Adams, Jeffery A - Washington, DC

Cc: Barksdale, Gary R; Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 6:23:20 PM

Attachments: Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
washington, 0C {
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
g0 ©6

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC {{S) S EGEGEGEGEE 2oams. Jeffery A-
washngon, oc N

Cc: Barksdale, Gary R <{{S) I P25t Peter R - Washington, DC
sb)© |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine it
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-Tom

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
Washington, o < N
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
g0 ©6) |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point._

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC S} SIEGTTN
Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC {{S) G
Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
DI F:stre Peter R - Washington, DC {{SIEETEGE

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that [{S} G EGcKKNGNGE
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From: Adams, Jeffery A - Washington, DC _

Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Castorina, Janine - Washington, DC {{S)SHIEEGE c-«sdale, Gary R
_ Pastre, Peter R - Washington, DC _
Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

P there were some concerns [
I (1 5id...hey asked us

to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan [E}5EIIEN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' S} IEGG

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www /pri i

Call if easier to discuss.

Thanks,
Subhan
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From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhan NI DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S) I scnt questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: TN AN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: (DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.
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Thank you,

R csv

From: Moskowitz, Madison (Wyden) {SJ§EC G
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN 0, i (Wyder)

s® |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?
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| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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From: Adams, Jeffery A - Washington, DC

To: DeJoy, Louis - Washington, DC

Cc: Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC; Castorina, Janine - Washington, DC;
Barksdale, Gary R; Clarke, Heather A - Washington, DC

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Wednesday, January 26, 2022 8:38:39 PM

Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Track Change - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Louis,
| shared with WH Comms our draft response

I - string of email correspondence regarding this issue is pasted below.
Thanks,

Jeff

USPS Privacy Statement on Website

Email Correspondence on Privacy Item

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 6:23 PM
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Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
washington, o <D NN
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
g0 ©) |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC {{S) S IEGTGEGEGEGEE 2oams Jeffery A-
washngion, oc N

Cc: Barksdale, Gary R <{S) I P25t Peter R - Washington, DC
sb)©) |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine it

-Tom

Thomas J. Marshall
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General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
washington, o <D NN

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
QIO

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point._

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _
Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _
Cc: Castorina, Janine - Washington, DC {{S}EIEGEGE c:r<soale, Gary R
_ Pastre, Peter R - Washington, DC _

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that_

From: Adams, Jeffery A - Washington, DC _

Sent: Wednesday, January 26, 2022 3:37 PM
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To: Marshall, Thomas J - Washington, DC _
Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
N - < - shingion o

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

PY._there were some concerns [
I sad...hey asked us

to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan_

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' _

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www pri i

Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM
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Tos Cheema, subhan (NI DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S){SHI sct auestions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: NN N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: NG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

()0 e
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From: Moskowitz, Madison (Wyden) {SJ§ G
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN 0, i (Wyder)

s® |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.
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Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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From: m

To: Adams, Jeffery A - Washington, DC

Cc: Deloy, Louis - Washington, DC; Pastre, Peter R - Washington, DC; Castorina, Janine - Washington, DC;
Barksdale, Gary R; Clarke, Heather A - Washington, DC

Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Wednesday, January 26, 2022 8:45:21 PM

Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Track Change - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

With regard to the Privacy Act notice,

Sent from my 1Phone

On Jan 26, 2022, at 8:38 PM, Adams, Jeffery A - Washington, DC
wrote:

Louis,
| shared with WH Comms our draft response

A string of email correspondence regarding
this issue is pasted below.

Thanks,
Jeff

USPS Privacy Statement on Website
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Email Correspondence on Privacy Item

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 6:23 PM

To: Castorina, Janine - Washington, DC _ Adams, Jeffery A
- Washington, oC {
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
QIO

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC S IEGCNN

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC S} G 22
Jeffery A - Washington, DC _

Cc: Barksdale, Gary R <{S) G P2stre. Peter R - Washington, DC
sb)©) |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM
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To: Castorina, Janine - Washington, DC _ Adams, Jeffery A
- Washington, oC {
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine wit

-Tom

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _
Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams,
Jeffery A - Washington, DC _

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
g0 ©6) |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point._

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM
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To: Adams, Jeffery A - Washington, DC _
Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
_ Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay
to me, although the one that gives me some pause is to specifically say that-

From: Adams, Jeffery A - Washington, DC _
Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _
Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
_ Pastre, Peter R - Washington, DC

§e© ]

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

P here were some concern ]

_ That said....they asked us to look at their edits in the

attached...and proposed edits to the to the privacy notice on our ordering website (see
below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan_

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' _

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the
response to Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other
similar concerns, can your side live with the following edits in red for clarity to the
privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to
provide company and product fulfill ~sting kit to a federal executive
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agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information
is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing
Kit. We do not disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited circumstances: to a
congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to
legal proceedings involving the Postal Service; to government agencies in connection with
decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal
executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE)
and U.S. Customs and Border Protection will not receive any personal information obtained in
connection with this program to conduct enforcement operations. For more information regarding

our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhen NN - NN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social
worker who works on immigration issues _ sent questions through our
USPS Privacy Office (see below) regarding concerns about how personal information
inputted into our Covid Test Kit website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement (ICE) purposes. Please note
the attached response we plan to send to them. Giving you a heads up as this privacy
item could potentially expand in the media given the requestors concerns.

Jeff

rrom: N N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: (DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.
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Dear USPS employee,

ITam a There 1s concern about ordering
the free Covid tests. Will this information (name and address) be shared with any

government agency which will try to find and deport immigrants who don't have
legal status?

The privacy statement on the application for tests reads that information is private
except as legally required. Are any of the government agencies or law
enforcement purposes have the goal of identifying immigrants for deportation?
This 1s a huge concern that may result in immigrants who already are vulnerable

to Covid to NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to
agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor;
for law enforcement purposes, to labor organizations as required by applicable law; incident to legal
proceedings involving the Postal Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out
of fear.

Thank you,

()5 IS
From: Moskowtz, Madison (wycen) < E

Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN 21, <11 (Wycn)

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss
appreciates USPS’ speed in deploying this effort, but he is deeply concerned about
these matters so we would appreciate a timely response. Though I’'m sure you're

slammed right now, we very much appreciate the attention.

1. The “fine print” on the test-ordering site says that information gathered by
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ordering tests, obviously including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’ FAQ page regarding this
effort, USPS states “Your information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the
impacts of collecting that data on public health measures such as test
distribution and combatting the pandemic more broadly.

. Many people in rural areas receive mail at business Post Office Boxes or contract
POBs, as they live outside of address delivery range. Unfortunately, USPS is not
sending tests to Commercial Mail Receiving Agency, General Delivery addresses,
or business POBs. Further it’s unclear if contract POBs can receive tests. Such a
policy quite successfully excludes a wide swath of Americans from this test
delivery effort—and these are Americans already likely to live farther from public
testing sites that USPS points folks to when they are unable to receive tests.
a. Why is USPS unable to deliver to business PO Boxes when it can deliver
tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans are not unfairly
excluded from this testing program?

| understand that many of the contours of this program were guided by the White
House. If you believe these questions are better addressed to them, please let me
know. Thanks very much for your prompt attention to these concerns. | am available to
hop on the phone at any point if a call would be easier for you.

Madison

MabisoN MoskowTz | Domestic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
scfves/ver | < | DN -
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From: Adams, Jeffery A - Washington, DC

To: Cheema, Subhan
Subject: RE: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Wednesday, January 26, 2022 9:01:00 PM

Will be back to you on this item tomorrow as my team has a few items we should discuss. thx!

From: Cheena, Subhan NN DN

Sent: Wednesday, January 26, 2022 2:39 PM

To: Adams, Jeffery A - Washington, DC _

Subject: [EXTERNAL] RE: TEST KIT WEB INFO - PRIVACY CONCERN

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden. 2) Perhaps more importantly, to pre-empt other similar concerns, can your side live with the
following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information

regarding our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Cheema, Subhan_

Sent: Wednesday, January 26, 2022 2:13 PM
To: 'Adams, Jeffery A - Washington, DC' _

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Back to you shortly. Just one last thing here.

From: Adams, Jeffery A - Washington N i ic
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Sent: Wednesday, January 26, 2022 1:41 PM

Tos Cheema, Subhan I NG N

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,
Hello. Any word on this? Appreciate that you and the team are incredibly busy.

Jeff

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhan DI DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues ({S) I sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: TN AN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c: (DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

ITama There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the
statement of concern:
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This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

Thank you,

() (0 I

From: Moskowitz, Madison (Wyden) _
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN (0, o (Wyden)

e

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I'm sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test deliverv effart—and these are Americans already likely to
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live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?

| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

MabisoN MoskowTz | DomesTic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
scfves/ver | < | DN -
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To: Marshall, Thomas J - Washington, DC

Cc: Adams, Jeffery A - Washington, DC; Castorina, Janine - Washington, DC; Barksdale, Gary R
Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Wednesday, January 26, 2022 10:30:36 PM

Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Track Change - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Taking Lovis ot [

On Jan 26, 2022, at 8:47 PM, Marshall, Thomas J - Washington, DC
wrote:

With regard to the Privacy Act notice,

Sent from my 1Phone

On Jan 26, 2022, at 8:38 PM, Adams, Jeffery A - Washington, DC
wrote:

Louis,

| shared with WH Comms our draft response [N ECHEGcGTGN

A string of email correspondence regarding

this issue is pasted below.

Thanks,
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Jeff

USPS Privacy Statement on Website

Email Correspondence on Privacy Item

From: Marshall, Thomas J - Washington, DC

Sent: Wednesday, January 26, 2022 6:23 PM

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC {{S I IEGTGTNN

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC J{S}E G
Adames, Jeffery A - Washington, DC _
Cc: Barksdale, Gary R {{S}E GGG rastre Peter R -
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wastington, oc { DN

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC

§0®e
Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC _
Adams, Jeffery A - Washington, DC _
Cc: Barksdale, Gary R _ Pastre, Peter R -
washington, D < DN

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN

am fine it [

-Tom

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _
Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _
Adams, Jeffery A - Washington, DC _
Cc: Barksdale, Gary R _ Pastre, Peter R -
washington, D < D N
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Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN

Just talked to Gary and he made an excellent point. [{S)KE G

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC

Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A -

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO -
PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the
edits look okay to me, although the one that gives me some pause is to

specificaly say tha: [ N
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Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _

’
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Cc: Castorina, Janine - Washington, DC

Barksdale, Gary R _ Pastre, Peter R -
washington, o¢ N

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY
CONCERN
Importance: High

Tom,

P there were some concerns NI

B hat said....they asked us to look at their edits in the attached...

and proposed edits to the to the privacy notice on our ordering website
(see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan [{S}EIIN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' <SS IEGTGTN

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our
edits to the response to Wyden (SEE ATACHED). 2) Perhaps more
importantly, to pre-empt other similar concerns, can your side live with
the following edits in red for clarity to the privacy notice on the ordering
website:

Your information will be used to provide COVID-19 Testing Kits to the address you
provided, and to provide company and product fulfillment information about that
testing kit to a federal executive agency. Collection is authorized by 39 U.S.C. 401,
403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not
disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited
circumstances: to a congressional office on your behalf; to agencies and entities to
facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes involving crimes or fraud against the Postal Service, to labor
organizations as required by applicable law; incident to legal proceedings involving
the Postal Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to
other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and
Customs Enforcement (ICE) and U.S. Customs and Border Protection will not
receive any personal information obtained in connection with this program to
conduct enforcement operations. For more information regarding our privacy
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Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheem, Subhan D EHINN N

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz)
and a social worker who works on immigration issues _
sent questions through our USPS Privacy Office (see below) regarding
concerns about how personal information inputted into our Covid Test Kit
website could potentially be used/shared for law enforcement and
Immigration and Customs Enforcement (ICE) purposes. Please note the
attached response we plan to send to them. Giving you a heads up as this
privacy item could potentially expand in the media given the requestors
concerns.

Jeff

rrom: IO DN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

c DN IO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Dear USPS employee,

lama There 1s concern
about ordering the free Covid tests. Will this information (name and
address) be shared with any government agency which will try to find
and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that
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information is private except as legally required. Are any of the
government agencies or law enforcement purposes have the goal of
identifying immigrants for deportation? This is a huge concern that
may result in immigrants who already are vulnerable to Covid to

NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your
behalf; to agencies and entities to facilitate or resolve financial transactions; to a
U.S. Postal Service auditor; for law enforcement purposes, to labor organizations as
required by applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as necessary; to
agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on
requesting tests out of fear.

Thank you,

NG s

From: Moskowitz, Madison (Wyden)
Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC

cc: Wu, Kevin (Wyden) JENEEIEGEEEEEE 5:icharon.
vanya (i) T 51
st (wycer)

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and
CONSIDER before responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution
effort. My boss appreciates USPS’ speed in deploying this effort, but he is
deeply concerned about these matters so we would appreciate a timely
response. Though I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that information
gathered by ordering tests, obviously including name and address,
can be used for law enforcement and ICE purposes. However, on
USPS’ FAQ page regarding this effort, USPS states “Your
information will o nur free COVID-19 test
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order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan,
cc’ed, handles immigration policy for Senator Wyden and may
weigh in with the impacts of collecting that data on public health
measures such as test distribution and combatting the pandemic
more broadly.

Many people in rural areas receive mail at business Post Office
Boxes or contract POBs, as they live outside of address delivery
range. Unfortunately, USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or business POBs.
Further it’s unclear if contract POBs can receive tests. Such a policy
quite successfully excludes a wide swath of Americans from this
test delivery effort—and these are Americans already likely to live
farther from public testing sites that USPS points folks to when they
are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it

can deliver tests to normal POBs?
b. How will USPS rectify this issue to ensure rural Americans

are not unfairly excluded from this testing program?

| understand that many of the contours of this program were guided by
the White House. If you believe these questions are better addressed to
them, please let me know. Thanks very much for your prompt attention to
these concerns. | am available to hop on the phone at any point if a call

would be easier for you.

Best,

Madison

MabisoN MoskowTz | DomesTic Economic Poticy Apvisor | U.S. SENATOR Ron WYDEN
sv/vco/vers | O = | O -
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From:

To: Castorina, Janine - Washington, DC

Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 7:47:28 AM
Agreed.

Peter R. Pastre | Vice President | Government Relations and Public Policy
USPS HQ | 475 L'Enfant Plaza SW, Room 10748 | Washington, DC 20260-3500
@5 6)

USPS Government Relations Website USPS.COM/Zr

On Jan 27, 2022, at 7:46 AM, Castorina, Janine - Washington, DC

DN -

v, D

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Pastre, Peter R - Washington, DC _

Sent: Wednesday, January 26, 2022 10:31 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Adams, Jeffery A - Washington, DC (S} G C:storina, Janine
- Washington, DC _ Barksdale, Gary R

g0 ©6 |

Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN

Taking Lous of . [N
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On Jan 26, 2022, at 8:47 PM, Marshall, Thomas J - Washington, DC

I ot

With regard to the Privacy Act notice,

Sent from my iPhone

On Jan 26, 2022, at 8:38 PM, Adams, Jeffery A - Washington,
DC wrote:

Louis,
| shared with WH Comms our draft response

I - of o

correspondence regarding this issue is pasted below.

Thanks,

—

eff

USPS Privacy Statement on Website
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Email Correspondence on Privacy Iltem

From: Marshall, Thomas J - Washington, DC
Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC

o e
washington, 0C { DN

Cc: Barksdale, Gary R _ Pastre,
Peter R - Washington, DC {EESIIEGT

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am
good.

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC

Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC

EE— oy
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wosingn, oc N
Cc: Barksdale, Gary R S} GG st
peer - Woshingron, oc NI

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC

Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC

Cc: Barksdale, Gary R S} GGG st

Peter R - Washington,
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

-Tom

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC
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Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC

peter R - Washington, OC <D

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point. [}

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC

Sent: Wednesday, January 26, 2022 3:57 PM
To: Adams, Jeffery A - Washington, DC

Cc: Castorina, Janine - Washington, DC

DO . oo
DI F:stre Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first
blush, the edits look okay to me, although the one that gives

me some pause is to specifically say that_
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From: Adams, Jeffery A - Washington, DC

Sent: Wednesday, January 26, 2022 3:37 PM
To: Marshall, Thomas J - Washington, DC

Cc: Castorina, Janine - Washington, DC

B T pm—
_ Pastre, Peter R - Washington, DC

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
Importance: High

—

om,
FYI....there were some concerns

That said....they asked us to look at their
edits in the attached...and proposed edits to the to the
privacy notice on our ordering website (see below). Look
forward to your thoughts.

—

eff

From: Cheema, Subhan [E5EIIEN

Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC'

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live
with our edits to the response to Wyden (SEE ATACHED). 2)
Perhaps more importantly, to pre-empt other similar
concerns, can your side live with the following edits in red
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for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to
the address you provided, and to provide company and product
fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and
411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We
do not disclose your information to third parties without your consent,
except to act on your behalf or request, or as legally required. This
includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes involving crimes or fraud against the Postal
Service, to labor organizations as required by applicable law; incident
to legal proceedings involving the Postal Service; to government
agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes;
and to other federal executive agencies pursuant to 39 U.S.C § 411.
U.S. Immigration and Customs Enforcement (ICE) and U.S. Customs
and Border Protection will not receive any personal information
obtained in connection with this program to conduct enforcement
operations. For more information regarding our privacy policies

visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

To: Cheema, Subhan [(SIEEIEN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison
Moskowitz) and a social worker who works on immigration
issues _ sent questions through our USPS
Privacy Office (see below) regarding concerns about how
personal information inputted into our Covid Test Kit
website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan
to send to them. Giving you a heads up as this privacy item
could potentially expand in the media given the requestors

USPS_364



concerns.

Jeff

rrom: O N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DN DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Dear USPS employee,

tar o Y <
concern about ordering the free Covid tests. Will this
information (name and address) be shared with any
government agency which will try to find and deport
immigrants who don't have legal status?

The privacy statement on the application for tests reads
that information is private except as legally required. Are
any of the government agencies or law enforcement
purposes have the goal of identifying immigrants for
deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT
apply for the Covid tests. Here is the statement of
concern:

This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a
business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies
pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off
on requesting tests out of fear.

Thank you,

USPS 365
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From: Moskowitz, Madison (Wyden)

Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC

s ® |

ce: W, Kevin (Wycien) < DN
Sridharan, Lavanya (Wyden)
DN -, <
(ycien) D

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test
distribution effort. My boss appreciates USPS’ speed in
deploying this effort, but he is deeply concerned about these
matters so we would appreciate a timely response. Though
I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that
information gathered by ordering tests, obviously
including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’
FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be
sharing test-ordering data with law enforcement
and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and
may weigh in with the impacts of collecting that data
on public health measures such as test distribution
and combatting the pandemic more broadly.

2. Many people in rural areas receive mail at business

Post Office Boxes or contract POBs, as they live
outside of address delivery range. Unfortunately,
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USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or
business POBs. Further it’s unclear if contract POBs
can receive tests. Such a policy quite successfully
excludes a wide swath of Americans from this test
delivery effort—and these are Americans already
likely to live farther from public testing sites that USPS
points folks to when they are unable to receive tests.
a. Why is USPS unable to deliver to business PO
Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural
Americans are not unfairly excluded from this
testing program?

| understand that many of the contours of this program were
guided by the White House. If you believe these questions
are better addressed to them, please let me know. Thanks
very much for your prompt attention to these concerns. | am
available to hop on the phone at any point if a call would be
easier for you.

Best,
Madison

MabisoN MoskowTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron
WyDEN

s | RN = | N
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To: Castorina, Janine - Washington, DC

Cc: Pastre, Peter R - Washington, DC; Marshall, Thomas J - Washington, DC; Barksdale, Gary R
Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Thursday, January 27, 2022 7:58:14 AM

Check....

Spoke to Louis last night...he said he would review this morning. Thx.

Sent from my 1Phone

On Jan 27, 2022, at 7:46 AM, Castorina, Janine - Washington, DC
wrote:

e, [N

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Pastre, Peter R - Washington, DC _

Sent: Wednesday, January 26, 2022 10:31 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Adams, Jeffery A - Washington, DC _ Castorina, Janine

- Washington, DC _ Barksdale, Gary R

Subject: Re: TEST KIT WEB INFO - PRIVACY CONCERN

Taking Louis of. N

On Jan 26, 2022, at 8:47 PM, Marshall, Thomas J - Washington, DC
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With regard to the Privacy Act notice,

wrote:

Sent from my iPhone

OnJan 26, 2022, at 8:38 PM, Adams, Jeffery A - Washington,

DC wrote:

Louis,
| shared with WH Comms our draft response

A string of email
correspondence regarding this issue is pasted below.

Thanks,

Jeff

USPS Privacy Statement on Website
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Email Correspondence on Privacy Item

From: Marshall, Thomas J - Washington, DC

Sent: Wednesday, January 26, 2022 6:23 PM
To: Castorina, Janine - Washington, DC

Peter R - Washington,
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am
good.

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC

Sent: Wednesday, January 26, 2022 5:50 PM
To: Marshall, Thomas J - Washington, DC

Peter R - Washington,
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN
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Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC
Sent: Wednesday, January 26, 2022 4:33 PM
To: Castorina, Janine - Washington, DC

e LS
wshington, oc N

Cc: Barksdale, Gary R S} GGG st
Peter R - Washington, DC _

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

am fine with [ N

-Tom

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC
Sent: Wednesday, January 26, 2022 4:27 PM
To: Marshall, Thomas J - Washington, DC

DN ;- s, <ery A-
washington, DC <D

Cc: Barksdale, Gary R _ Pastre,
Peter R - Washington, DC _
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Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point. [}

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC

Sent: Wednesday, January 26, 2022 3:57 PM
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Cc: Castorina, Janine - Washington, DC

B e —
DI F:strc Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first
blush, the edits look okay to me, although the one that gives

me some pause is to specifically say that_
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From: Adams, Jeffery A - Washington, DC

Sent: Wednesday, January 26, 2022 3:37 PM
To: Marshall, Thomas J - Washington, DC

Cc: Castorina, Janine - Washington, DC

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB

INFO - PRIVACY CONCERN
Importance: High

—

om,
FYI....there were some concerns

That said....they asked us to look at their
edits in the attached...and proposed edits to the to the
privacy notice on our ordering website (see below). Look
forward to your thoughts.

—

eff

From: Cheema, Subhan [{S}EIIN

Sent: Wednesday, January 26, 2022 2:38 PM
To: 'Adams, Jeffery A - Washington, DC'

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live
with our edits to the response to Wyden (SEE ATACHED). 2)
Perhaps more importantly, to pre-empt other similar
concerns, can your side live with the following edits in red
for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to
the address you provided, and to provide company and product
fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and
411. Supplying your information is voluntary, but if not provided, we
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may not be able to fulfill your request for a COVID-19 Testing Kit. We
do not disclose your information to third parties without your consent,
except to act on your behalf or request, or as legally required. This
includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes involving crimes or fraud against the Postal
Service, to labor organizations as required by applicable law; incident
to legal proceedings involving the Postal Service; to government
agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes;
and to other federal executive agencies pursuant to 39 U.S.C § 411.
U.S. Immigration and Customs Enforcement (ICE) and U.S. Customs
and Border Protection will not receive any personal information
obtained in connection with this program to conduct enforcement
operations. For more information regarding our privacy policies

visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

To: Cheema, Subhan [(SIEEIEN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison
Moskowitz) and a social worker who works on immigration
issues _ sent questions through our USPS
Privacy Office (see below) regarding concerns about how
personal information inputted into our Covid Test Kit
website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan
to send to them. Giving you a heads up as this privacy item
could potentially expand in the media given the requestors
concerns.

Jeff
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rrom: DTN DN

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov

Subject. [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Dear USPS employee,

Lo N '
concern about ordering the free Covid tests. Will this
information (name and address) be shared with any
government agency which will try to find and deport
immigrants who don't have legal status?

The privacy statement on the application for tests reads
that information is private except as legally required. Are
any of the government agencies or law enforcement
purposes have the goal of identifying immigrants for
deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT
apply for the Covid tests. Here is the statement of
concern:

This includes the following limited circumstances: to a congressional
office on your behalf; to agencies and entities to facilitate or resolve
financial transactions; to a U.S. Postal Service auditor; for law
enforcement purposes, to labor organizations as required by
applicable law; incident to legal proceedings involving the Postal
Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a
business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies
pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off
on requesting tests out of fear.

Thank you,

R csv

From: Moskowitz, Madison (Wyden)

Sent: Wednesday, January 19, 2022 3:14 PM
To: Brown, Cory D - Washington, DC
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s ® |

ce: W, Kevin (Wycien) DN
Sridharan, Lavanya (Wyden)
B
(ycier) D

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP
and CONSIDER before responding, clicking on links, or
opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test
distribution effort. My boss appreciates USPS’ speed in
deploying this effort, but he is deeply concerned about these
matters so we would appreciate a timely response. Though
I’'m sure you’re slammed right now, we very much
appreciate the attention.

1. The “fine print” on the test-ordering site says that
information gathered by ordering tests, obviously
including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’
FAQ page regarding this effort, USPS states “Your
information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be
sharing test-ordering data with law enforcement
and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and
may weigh in with the impacts of collecting that data
on public health measures such as test distribution
and combatting the pandemic more broadly.

2. Many people in rural areas receive mail at business
Post Office Boxes or contract POBs, as they live
outside of address delivery range. Unfortunately,
USPS is not sending tests to Commercial Mail
Receiving Agency, General Delivery addresses, or
business POBs. Further it’s unclear if contract POBs
can receive tests. Such a policy quite successfully
excludes a wide swath of Americans from this test
delivery effort—and these are Americans already
likely to live farther from public testing sites that USPS
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points folks to when they are unable to receive tests.
a. Why is USPS unable to deliver to business PO
Boxes when it can deliver tests to normal
POBs?
b. How will USPS rectify this issue to ensure rural
Americans are not unfairly excluded from this
testing program?

| understand that many of the contours of this program were
guided by the White House. If you believe these questions
are better addressed to them, please let me know. Thanks
very much for your prompt attention to these concerns. | am
available to hop on the phone at any point if a call would be
easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Abvisor | U.S. SenaTor Ron
WYDEN

/v | = | DN <
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To: Karpenko, Christopher J - Washington, DC

Subject: Fwd: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 9:10:32 AM
FYSA

Sent from my 1Phone

Begin forwarded message:

From: "Pastre, Peter R - Washington, DC"
Date: January 27, 2022 at 8:52:55 AM EST
To: "Marshall, Thomas J - Washington, DC"
"Castorina, Janine - Washington, DC" "Adams,
Jeffery A - Washington, DC"
Cc: "Barksdale, Gary R"
Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB
INFO - PRIVACY CONCERN

ke this verson. - N

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 6:23 PM

To: Castorina, Janine - Washington, DC _ Adames, Jeffery A
wshington, oC

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

§ o6 ]

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC _ Adams,
Jeffery A - Washington, DC { SN G
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
e

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
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Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC _ Adams, Jeffery A
-washington, ¢ DN

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
QIO

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine wit

-Tom

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC S IEGTCNN

Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC S} G 22
Jeffery A - Washington, DC _

Cc: Barksdale, Gary R <{S) SN Pastre. Peter R - Washington, DC
sb)©®) ]

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point. [{S)§E G

Please correct me if I've misstated your concern.
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Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _

Cc: Castorina, Janine - Washington, DC {{SHSHIEG t-rksdale, Gary R
_ Pastre, Peter R - Washington, DC

go) 6 ]

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay
to me, although the one that gives me some pause is to specifically say that-

From: Adams, Jeffery A - Washington, DC S} GG

Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC {E} GG
Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R

, Peter R - Washington, DC

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

PY._there were some concerns [}

I ot said....they asked us to look at their edits in the

attached...and proposed edits to the to the privacv notice on our ordering website (see
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below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan [{SJCIIIN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' {{S}ESIEGTGTT

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the
response to Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other
similar concerns, can your side live with the following edits in red for clarity to the
privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to
provide company and product fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information
is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing
Kit. We do not disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited circumstances: to a
congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to
legal proceedings involving the Postal Service; to government agencies in connection with
decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal
executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE)
and U.S. Customs and Border Protection will not receive any personal information obtained in
connection with this program to conduct enforcement operations. For more information regarding

our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheem, Subhan I NG

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social
worker who works on immigration issues _ sent questions through our
USPS Privacy Office (see below) regarding concerns about how personal information
inputted into our Covid Test Kit website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement (ICE) purposes. Please note
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the attached response we plan to send to them. Giving you a heads up as this privacy
item could potentially expand in the media given the requestors concerns.

Jeff

rrom: O N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering
the free Covid tests. Will this information (name and address) be shared with any
government agency which will try to find and deport immigrants who don't have
legal status?

The privacy statement on the application for tests reads that information is private
except as legally required. Are any of the government agencies or law
enforcement purposes have the goal of identifying immigrants for deportation?
This is a huge concern that may result in immigrants who already are vulnerable

to Covid to NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to
agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor;
for law enforcement purposes, to labor organizations as required by applicable law; incident to legal
proceedings involving the Postal Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out
of fear.

Thank you,

()0 e
From: Moskowtz, Madison (vycier) { B

Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC {{S}EIEGCG
Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
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DN 2121, Jenn (Wyder)

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss
appreciates USPS’ speed in deploying this effort, but he is deeply concerned about
these matters so we would appreciate a timely response. Though I’'m sure you're
slammed right now, we very much appreciate the attention.

1. The “fine print” on the test-ordering site says that information gathered by
ordering tests, obviously including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’ FAQ page regarding this
effort, USPS states “Your information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the
impacts of collecting that data on public health measures such as test
distribution and combatting the pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract
POBs, as they live outside of address delivery range. Unfortunately, USPS is not
sending tests to Commercial Mail Receiving Agency, General Delivery addresses,
or business POBs. Further it’s unclear if contract POBs can receive tests. Such a
policy quite successfully excludes a wide swath of Americans from this test
delivery effort—and these are Americans already likely to live farther from public
testing sites that USPS points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver
tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly
excluded from this testing program?

| understand that many of the contours of this program were guided by the White
House. If you believe these questions are better addressed to them, please let me
know. Thanks very much for your prompt attention to these concerns. | am available to
hop on the phone at any point if a call would be easier for you.

Best,
Madison
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Mabison Moskowitz | Domestic Economic PoLicy Apvisor | U.S. SenaTor Ron WYDEN
scfvesvces | RO DN
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To: Pastre, Peter R - Washington, DC

Cc: Marshall, Thomas J - Washington, DC; Castorina, Janine - Washington, DC; Barksdale, Gary R
Subject: Re: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Date: Thursday, January 27, 2022 9:16:32 AM

Louis 1s reviewing. My thought is

Sent from my 1Phone

On Jan 27, 2022, at 8:52 AM, Pastre, Peter R - Washington, DC
wrote:

| like this version. Does it need to be run by the WH again before we send to Wyden
staff?

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 6:23 PM

To: Castorina, Janine - Washington, DC _ Adames, Jeffery A
wshington, oC

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

§ o6 ]

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall
General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC _ Adams,
Jeffery A - Washington, DC { SN G

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
e

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Re-edited with comments.

Thoughts?
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Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 L'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 4:33 PM

Cc: Barksdale Gary R S -:<t< Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine it

-Tom

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC _
Sent: Wednesday, January 26, 2022 4:27 PM

To: Marshall, Thomas J - Washington, DC _ Adams,
Jeffery A - Washington, DC {SJEIEGTE

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
g0 ©6 |

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point._

Please correct me if I've misstated your concern.
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Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC _

Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
SIS st Peter R - Washington, DC

g ® ]

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay
to me, although the one that gives me some pause is to specifically say that-

From: Adams, Jeffery A - Washington, DC {E}EHIEGT
Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _
Cc: Castorina, Janine - Washington, DC {{S}SHIEG 5:rsdale, Gary R
_ Pastre, Peter R - Washington, DC

§b)©6) ]

Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

PY_there were some concerns [

That said....they asked us to look at their edits in the
attached...and proposed edits to the to the privacy notice on our ordering website (see
below). Look forward to your thoughts.

Jeff
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From: Cheema, Subhan_

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' _

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the
response to Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other
similar concerns, can your side live with the following edits in red for clarity to the
privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to
provide company and product fulfillment information about that testing kit to a federal executive
agency. Collection is authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information
is voluntary, but if not provided, we may not be able to fulfill your request for a COVID-19 Testing
Kit. We do not disclose your information to third parties without your consent, except to act on your
behalf or request, or as legally required. This includes the following limited circumstances: to a
congressional office on your behalf; to agencies and entities to facilitate or resolve financial
transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to
legal proceedings involving the Postal Service; to government agencies in connection with
decisions as necessary; to agents or contractors when necessary to fulfill a business function or
provide products and services to customers; for customer service purposes; and to other federal
executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration and Customs Enforcement (ICE)
and U.S. Customs and Border Protection will not receive any personal information obtained in
connection with this program to conduct enforcement operations. For more information regarding

our privacy policies visit www.usps.com/privacypolicy.
Call if easier to discuss.

Thanks,
Subhan

From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhan NI DN

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social
worker who works on immigration issues ({S)(SHIl sent auestions through our
USPS Privacy Office (see below) regarding concerns about how personal information
inputted into our Covid Test Kit website could potentially be used/shared for law
enforcement and Immigration and Customs Enforcement (ICE) purposes. Please note
the attached response we plan to send to them. Giving you a heads up as this privacy
item could potentially expand in the media given the requestors concerns.

Jeff
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rrom: O N

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov>

cc: DG DO

Subject: [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Dear USPS employee,

Iam a_ There is concern about ordering
the free Covid tests. Will this information (name and address) be shared with any
government agency which will try to find and deport immigrants who don't have
legal status?

The privacy statement on the application for tests reads that information is private
except as legally required. Are any of the government agencies or law
enforcement purposes have the goal of identifying immigrants for deportation?
This is a huge concern that may result in immigrants who already are vulnerable

to Covid to NOT apply for the Covid tests. Here is the statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to
agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal Service auditor;
for law enforcement purposes, to labor organizations as required by applicable law; incident to legal
proceedings involving the Postal Service; to government agencies in connection with decisions as
necessary; to agents or contractors when necessary to fulfill a business function or provide
products and services to customers; for customer service purposes; and to other federal executive
agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out
of fear.

Thank you,

() (0

From: Moskowitz, Madison (Wyden) {SJECIIEG
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC {{S}EIEGT

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
O pe—

e |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High
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CAUTION: This email originated from outside USPS. STOP and CONSIDER before
responding, clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss
appreciates USPS’ speed in deploying this effort, but he is deeply concerned about
these matters so we would appreciate a timely response. Though I’'m sure you're
slammed right now, we very much appreciate the attention.

1. The “fine print” on the test-ordering site says that information gathered by
ordering tests, obviously including name and address, can be used for law
enforcement and ICE purposes. However, on USPS’ FAQ page regarding this
effort, USPS states “Your information will only be used to send you your free
COVID-19 test order.” Can USPS confirm it will not be sharing test-ordering data
with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the
impacts of collecting that data on public health measures such as test
distribution and combatting the pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract
POBs, as they live outside of address delivery range. Unfortunately, USPS is not
sending tests to Commercial Mail Receiving Agency, General Delivery addresses,
or business POBs. Further it’s unclear if contract POBs can receive tests. Such a
policy quite successfully excludes a wide swath of Americans from this test
delivery effort—and these are Americans already likely to live farther from public
testing sites that USPS points folks to when they are unable to receive tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver
tests to normal POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly
excluded from this testing program?

| understand that many of the contours of this program were guided by the White
House. If you believe these questions are better addressed to them, please let me
know. Thanks very much for your prompt attention to these concerns. | am available to
hop on the phone at any point if a call would be easier for you.

Best,
Madison

MabisoN MoskowrTz | Domestic Economic Poticy Apvisor | U.S. SENaTOR Ron WYDEN
scfves/ver | < | DO -~
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From: Adams, Jeffery A - Washington, DC

To: Pastre, Peter R - Washington, DC
Subject: A few items...
Date: Thursday, January 27, 2022 12:37:04 PM

Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx

Subhan,

Good afternoon. Attached, please find the response we plan to provide to Sen. Wyden’s office
regarding privacy concerns. As you will see, we reviewed your proposed edits, accepted many of
them...but also stuck to the facts of what we provided earlier. Also...directly below, please see the
language regarding the privacy statement on the USPS website. We reviewed your proposed edits,
accepted some...but also stuck to the facts of what we provided earlier. Finally, pasted below the
privacy statement ...please find responses to the first question you needed answers for. We are
working responses to the other questions. If you have a moment....would like to discuss.

Thanks,

Jeff

USPS Privacy Statement on Website

First question: Is there a way to quantify the number of people that get mail through the USPS on
a regular basis.

e 150 million residential addresses or residential PO Boxes are serviced by the U.S. Postal

Service.

e Everyone is entitled to one free form of delivery. Even homeless can use General Delivery, so
everyone can have an address that the USPS will deliver mail.

e There are 41,683 ZIP Codes to represent delivery to the entire United States, territories (PR
and Freely Associated States), military, and diplomatic stations around the world.
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e USPS delivers mail to 163.1 million delivery points.
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Question: Can USPS confirm it will not be sharing test-ordering data with law
enforcement and/or ICE?

Answer:

First, the order form was specifically designed to limit the amount of personal
information collected so as to not deter anyone from ordering. And the sole purpose for
which the personal information is being gathered is to provide individuals with test kits.

Second, the U.S. Postal Service will not be providing any personal information obtained
in connection with this program to law enforcement or any other governmental agency
except under very limited circumstances involving crimes or fraud against the Postal
Service, or as required by law.

Third, the Postal Service would like to assure you that the protection of personal
information is one of our most important priorities. In addition to the Postal Service’s
general commitment to the American people and to safeguarding the privacy of personal
information, the Postal Service is required by law to comply with the Privacy Act of
1974, 5 U.S.C. § 552a.

The Privacy Act requires the Postal Service, before collection of personal information, to
provide an individual with the purpose for which the gathered information will be used.
It also requires the Postal Service to inform individuals of the limited circumstances in
which their information may be disclosed outside of the Postal Service (referred to as a
“routine use” under the Privacy Act).

To emphasize, while our general “routine uses” include the possibility that we may need
to disclose the information, such information would only be “disclosed to appropriate law
enforcement agencies to investigate, prevent, or take action regarding suspected illegal
activities against the Postal Service; and such customer records may only otherwise be
disclosed to law enforcement agencies as required by law.”

We hope this helps answer your question.
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From: Adams, Jeffery A - Washington, DC

To: Cheema, Subhan

Subject: RE: [EXTERNAL] RE: A few items...
Date: Thursday, January 27, 2022 2:47:00 PM
Thanks Subhan,

Here is the link to our site.

At-Home COVID-19 Tests (usps.com)

From: Cheema, Subhan (NN AN

Sent: Thursday, January 27, 2022 2:40 PM

To: Adams, Jeffery A - Washington, DC _
Cc: Pastre, Peter R - Washington, DC _

Subject: [EXTERNAL] RE: A few items...

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff — Looks great to us — of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!

Subhan

From: Adams, Jeffery A - Washington, DC _

Sent: Thursday, January 27, 2022 12:41 PM

To:Cheerma Suohen T -
Cc: Pastre, Peter R - Washington, DC S} E G

Subject: A few items...

Subhan,

Good afternoon. Attached, please find the response we plan to provide to Sen. Wyden’s office
regarding privacy concerns. As you will see, we reviewed your proposed edits, accepted many of
them...and also stuck to the facts of what we provided earlier. Also...directly below, please see the
language regarding the privacy statement on the USPS website. We reviewed your proposed edits,
accepted some...and also stuck to the facts of what we provided earlier. Finally, pasted below the
privacy statement ...please find responses to the first question you needed answers for. We are
working responses to the other questions. If you have a moment....would like to discuss.

Thanks,

Jeff

USPS Privacy Statement on Website
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First question: Is there a way to quantify the number of people that get mail through the USPS on
a regular basis.

e 150 million residential addresses or residential PO Boxes are serviced by the U.S. Postal
Service.

e Everyone is entitled to one free form of delivery. Even homeless can use General Delivery, so
everyone can have an address that the USPS will deliver mail.

e There are 41,683 ZIP Codes to represent delivery to the entire United States, territories (PR
and Freely Associated States), military, and diplomatic stations around the world.

e USPS delivers mail to 163.1 million delivery points.
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From: Adams, Jeffery A - Washington, DC

To: DeJoy, Louis - Washington, DC; Marshall, Thomas J - Washington, DC; Pastre, Peter R - Washington, DC;
Castorina, Janine - Washington, DC; Barksdale, Gary R; Clarke, Heather A - Washington, DC; Karpenko,
Christopher J - Washington, DC

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Date: Thursday, January 27, 2022 2:57:28 PM

Attachments: Clean - Response to Law Enforcement Concerns re Test Kitsv3-SNC.Privacy.docx
All,

Please see positive email below from WH Comms regarding our_

Thanks to all for your assistance on this item.
Jeff

USPS Privacy Statement on Website

Jeff

From: Cheems, Sushan NN NN

Sent: Thursday, January 27, 2022 2:40 PM

To: Adams, Jeffery A - Washington, DC {S}EIEGTTT
Cc: Pastre, Peter R - Washington, DC _

Subject: [EXTERNAL] RE: A few items...

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Jeff — Looks great to us — of course, defer to you all and your expertise. We appreciate your
consideration. Please update the website as soon as possible, please!

Subhan
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From: Adams, Jeffery A - Washington, DC
Sent: Wednesday, January 26, 2022 8:38 PM

To: Deloy, Louis - Washington, DC _
Cc: Marshall, Thomas J - Washington, DC _ Pastre, Peter R -
Washington, DC _ Castorina, Janine - Washington, DC

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

Louis,
| shared with WH Comms our draft response

- A string of email correspondence regarding this issue is pasted below.
Thanks,

Jeff

USPS Privacy Statement on Website

Email Correspondence on Privacy Item

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 6:23 PM
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To: Castorina, Janine - Washington, DC _ Adams, Jeffery A -
washington, oC <D NN
Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

| have a few minor edits on the attached, but otherwise | am good.

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC S IEGCNN

Sent: Wednesday, January 26, 2022 5:50 PM

To: Marshall, Thomas J - Washington, DC _ Adams, Jeffery A -
washington, o NN
Cc: Barksdale, Gary R <{{S) I P25t Peter R - Washington, DC
g0 ©6

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Re-edited with comments.

Thoughts?

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 'Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC <{{S) S IEGNGNNEE

Sent: Wednesday, January 26, 2022 4:33 PM

To: Castorina, Janine - Washington, DC _ Adams, Jeffery A -
washington, o <D N

Cc: Barksdale, Gary R _ Pastre, Peter R - Washington, DC
QIO

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

am fine wit
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-Tom

Thomas J. Marshall

General Counsel and Executive Vice President
United States Postal Service

From: Castorina, Janine - Washington, DC S IEGCNN

Sent: Wednesday, January 26, 2022 4:27 PM

Cc: Barksdale Gary R SN -:<t< Peter R - Washington, DC

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Just talked to Gary and he made an excellent point. S G

Please correct me if I've misstated your concern.

Janine Castorina

Chief Privacy and Records Officer
United States Postal Service

475 ’Enfant Plaza, SW
Washington DC, 20260

202.268.2049 fax

From: Marshall, Thomas J - Washington, DC _

Sent: Wednesday, January 26, 2022 3:57 PM

To: Adams, Jeffery A - Washington, DC {{S)EIEG

Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
DI F:stre Peter R - Washington, DC {{SIEETEGGG

Subject: RE: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN

Janine, please give me your thoughts on these items. At first blush, the edits look okay to me,

although the one that gives me some pause is to specifically say that [{S} G EGcKIKNTNGNE
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From: Adams, Jeffery A - Washington, DC {S) GGG

Sent: Wednesday, January 26, 2022 3:37 PM

To: Marshall, Thomas J - Washington, DC _

Cc: Castorina, Janine - Washington, DC _ Barksdale, Gary R
_ Pastre, Peter R - Washington, DC _
Subject: WHITE HOUSE SUGGESTED EDITS: TEST KIT WEB INFO - PRIVACY CONCERN
Importance: High

Tom,

PY._there were some concerns [
I . sai...they asked us

to look at their edits in the attached...and proposed edits to the to the privacy notice on our ordering
website (see below). Look forward to your thoughts.

Jeff

From: Cheema, Subhan [{S}EIIN

Sent: Wednesday, January 26, 2022 2:38 PM

To: 'Adams, Jeffery A - Washington, DC' S} EHIEGTTNN

Subject: RE: TEST KIT WEB INFO - PRIVACY CONCERN

OK, back to you here with two things — 1) can your team live with our edits to the response to
Wyden (SEE ATACHED). 2) Perhaps more importantly, to pre-empt other similar concerns, can your
side live with the following edits in red for clarity to the privacy notice on the ordering website:

Your information will be used to provide COVID-19 Testing Kits to the address you provided, and to provide
company and product fulfillment information about that testing kit to a federal executive agency. Collection is
authorized by 39 U.S.C. 401, 403, 404, and 411. Supplying your information is voluntary, but if not provided, we
may not be able to fulfill your request for a COVID-19 Testing Kit. We do not disclose your information to third
parties without your consent, except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to agencies and entities to facilitate or
resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes involving crimes or
fraud against the Postal Service, to labor organizations as required by applicable law; incident to legal proceedings
involving the Postal Service; to government agencies in connection with decisions as necessary; to agents or
contractors when necessary to fulfill a business function or provide products and services to customers; for
customer service purposes; and to other federal executive agencies pursuant to 39 U.S.C § 411. U.S. Immigration
and Customs Enforcement (ICE) and U.S. Customs and Border Protection will not receive any personal
information obtained in connection with this program to conduct enforcement operations. For more information
regarding our privacy policies visit www /pri i

Call if easier to discuss.

Thanks,
Subhan
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From: Adams, Jeffery A - Washington, DC
Sent: Tuesday, January 25, 2022 2:12 PM

Tos Cheema, Subhen SN - N

Subject: TEST KIT WEB INFO - PRIVACY CONCERN

Subhan,

A heads-up....a staffer from Sen Ron Wyden office (Madison Moskowitz) and a social worker who
works on immigration issues _ sent questions through our USPS Privacy Office (see
below) regarding concerns about how personal information inputted into our Covid Test Kit website
could potentially be used/shared for law enforcement and Immigration and Customs Enforcement
(ICE) purposes. Please note the attached response we plan to send to them. Giving you a heads up
as this privacy item could potentially expand in the media given the requestors concerns.

Jeff

rrom: DI D

Sent: Wednesday, January 19, 2022 12:28 PM
To: PRIVACY OFFICE <Privacy@usps.gov

Subject. [EXTERNAL] Privacy concerns

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Dear USPS employee,

ITama There is concern about ordering the free Covid
tests. Will this information (name and address) be shared with any government agency which
will try to find and deport immigrants who don't have legal status?

The privacy statement on the application for tests reads that information is private except as
legally required. Are any of the government agencies or law enforcement purposes have the
goal of identifying immigrants for deportation? This is a huge concern that may result in
immigrants who already are vulnerable to Covid to NOT apply for the Covid tests. Here is the

statement of concern:

This includes the following limited circumstances: to a congressional office on your behalf; to agencies and entities
to facilitate or resolve financial transactions; to a U.S. Postal Service auditor; for law enforcement purposes, to
labor organizations as required by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or contractors when necessary to fulfill
a business function or provide products and services to customers; for customer service purposes; and to other
federal executive agencies pursuant to 39 U.S.C § 411.

Please reply as soon as possible as people are holding off on requesting tests out of fear.

USPS 401



Thank you,

R csv

From: Moskowitz, Madison (Wyden) {SJ§EC G
Sent: Wednesday, January 19, 2022 3:14 PM

To: Brown, Cory D - Washington, DC _

Cc: Wu, Kevin (Wyden) _ Sridharan, Lavanya (Wyden)
DN 0, i (Wyder)

s® |

Subject: [EXTERNAL] Connecting ASAP on covid tests
Importance: High

CAUTION: This email originated from outside USPS. STOP and CONSIDER before responding,
clicking on links, or opening attachments.

Hi Cory, hope you are well.

I’'m writing with some serious issues regarding USPS’ test distribution effort. My boss appreciates
USPS’ speed in deploying this effort, but he is deeply concerned about these matters so we would
appreciate a timely response. Though I’'m sure you’re slammed right now, we very much appreciate
the attention.

1. The “fine print” on the test-ordering site says that information gathered by ordering tests,
obviously including name and address, can be used for law enforcement and ICE purposes.
However, on USPS’ FAQ page regarding this effort, USPS states “Your information will only be
used to send you your free COVID-19 test order.” Can USPS confirm it will not be sharing test-
ordering data with law enforcement and/or ICE? My colleague Lavanya Sridharan, cc’ed,
handles immigration policy for Senator Wyden and may weigh in with the impacts of
collecting that data on public health measures such as test distribution and combatting the
pandemic more broadly.

2. Many people in rural areas receive mail at business Post Office Boxes or contract POBs, as
they live outside of address delivery range. Unfortunately, USPS is not sending tests to
Commercial Mail Receiving Agency, General Delivery addresses, or business POBs. Further it’s
unclear if contract POBs can receive tests. Such a policy quite successfully excludes a wide
swath of Americans from this test delivery effort—and these are Americans already likely to
live farther from public testing sites that USPS points folks to when they are unable to receive
tests.

a. Why is USPS unable to deliver to business PO Boxes when it can deliver tests to normal
POBs?

b. How will USPS rectify this issue to ensure rural Americans are not unfairly excluded
from this testing program?
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| understand that many of the contours of this program were guided by the White House. If you
believe these questions are better addressed to them, please let me know. Thanks very much for
your prompt attention to these concerns. | am available to hop on the phone at any point if a call
would be easier for you.

Best,
Madison

Mabison MoskowiTz | DomesTic Economic Poticy Apvisor | U.S. SenaTor Ron WyDEN
scfves/ves | A< | DO -
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Question: Can USPS confirm it will not be sharing test-ordering data with law
enforcement and/or ICE?

Answer:

First, the order form was specifically designed to limit the amount of personal
information collected so as to not deter anyone from ordering. And the sole purpose for
which the personal information is being gathered is to provide individuals with test kits.

Second, the U.S. Postal Service will not be providing any personal information obtained
in connection with this program to law enforcement or any other governmental agency
except under very limited circumstances involving crimes or fraud against the Postal
Service, or as required by law.

Third, the Postal Service would like to assure you that the protection of personal
information is one of our most important priorities. In addition to the Postal Service’s
general commitment to the American people and to safeguarding the privacy of personal
information, the Postal Service is required by law to comply with the Privacy Act of
1974, 5 U.S.C. § 552a.

The Privacy Act requires the Postal Service, before collection of personal information, to
provide an individual with the purpose for which the gathered information will be used.
It also requires the Postal Service to inform individuals of the limited circumstances in
which their information may be disclosed outside of the Postal Service (referred to as a
“routine use” under the Privacy Act).

To emphasize, while our general “routine uses” include the possibility that we may need
to disclose the information, such information would only be “disclosed to appropriate law
enforcement agencies to investigate, prevent, or take action regarding suspected illegal
activities against the Postal Service; and such customer records may only otherwise be
disclosed to law enforcement agencies as required by law.”

We hope this helps answer your question.
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